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ABSTRACT

The self-sovereign identity (SSI) paradigm offers high security by allowing individuals to manage their own
identity information and selectively disclose specific details required for certain services, rather than relying on a
centralized authority to control all identity information. However, most users are still accustomed to the high
convenience and speed of centralized methods, which remains a significant obstacle for SSI systems. In this
paper, we construct a comprehensive SSI system using A Cloud Agent - Python (ACA-Py), an open-source
project designed for SSI implementation, and Hyperledger Indy blockchain. Additionally, we configure ACA-Py in
a clustered form and evaluate the performance of credential issuance and verification within the SSI system as
the number of nodes in the cluster changes. In our experiment, clusters with a single node experienced high
response times and error rates due to load balancing failures, whereas clusters with 3 or 5 nodes showed

excellent performance without any errors.
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Fig. 1. Self-Sovereign Identity System Architecture
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invites
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Table 4. Node #1 Cluster Evaluation Result

Cluster - node #1
API Request 20 users 50 users 100 users
response time (ms) | error rate (%) response time (ms) | error rate (%) response time (ms) | error rate (%)

Step - Create wallet 100 0 150 0 272 0
01 - Holder create wallet 100 (5-274) 0 150 (4-777) 0 272 (5-1338) 0
Step - Connect issuer/holder 723 0 8596 22.35 24225 78.22
01 - Issuer invitation 9 (3-90) 0 10 (3-204) 0 73 (2-536) 0
02 - Holder receive invitation 714 (117-1295) 0 8586 (105-30272) 22.35 24152 (360-31133) 78.22
Step - Issue credential 1485 0 4215 32.85 6823 98.98
01 - Holder send proposal 314 (65 -527) 0 2062 (5-30115) 27.61 4697 (5-30746) 90.1
02 - Holder send request 627 (200-983) 0 1194 (11-10157) 30 1986 (9-30869) 98.98
03 - Holder store credential 544 (108-916) 0 959 (10-2609) 32.85 140 (9-1027) 98.98
Step - Connect verifier/holder 746 0 1638 0 1264 0
01 - Verifier invitation 7 (3-42) 0 8 (3-88) 0 27 (3-544) 0
02 - Holder receive invitation 739 (110-1167) 0 1630 (105-3631) 0 1237 (125-2882) 0
Step - Verify credential 798 0 1279 33.83 149 97.22
01 - Holder send proposal 303 (54-573) 0 562 (4-1692) 25.19 49 (4-616) 66.67
02 - Holder send presentation 495 (156-745) 0 717 (20-2081) 33.83 100 (12-321) 97.22

¥ 5. x= 3 FA FeiaE AY 4
Table 5. Node #3 Cluster Evaluation Result

Cluster - node #3
API Request 20 users 50 users 100 users
response time (ms) I error rate (%) response time (ms) error rate (%) response time (ms) error rate (%)
Step - Create wallet 38 0 93 0 161 0
01 - Holder create wallet 38 (5-430) 0 93 (4-552) 0 161 (4-1507) 0
Step - Connect issuer/holder 201 0 667 0 1405 0
01 - Issuer invitation 7 (3-76) 0 10 (2-211) 0 15 (2-459) 0
02 - Holder receive invitation 194 (111-423) 0 657 (112-1752) 0 1390 (101-2634) 0
Step - Issue credential 587 0 1435 0 2749 0
01 - Holder send proposal 112 (63-238) 0 288 (65-710) 0 605 (68-1510) 0
02 - Holder send request 288 (207-562) 0 633 (215-1239) 0 1112 (200-1840) 0
03 - Holder store credential 187 (115-329) 0 514 (108-1167) 0 1032 (112-1840) 0
Step - Connect verifier/holder 203 0 703 0 1543 0
01 - Verifier invitation 7 (3-75) 0 7 (3-117) 0 20 (2-458) 0
02 - Holder receive invitation 196 (112-383) 0 696 (115-1560) 0 1523 (117-2520) 0
Step - Verify credential 312 0 765 0 1535 0
01 - Holder send proposal 96 (53-232) 0 279 (55-686) 0 632 (55-1144) 0
02 - Holder send presentation 216 (152-415) 0 486 (149-1018) 0 903 (158-1504) 0
6. == 570 74 FeiaE Ad A
Table 6. Node #5 Cluster Evaluation Result
Cluster - node #5
API Request 20 users 50 users 100 users
response time (ms) error rate (%) response time (ms) error rate (%) response time (ms) error rate (%)
Step - Create wallet 21 0 52 0 136 0
01 - Holder create wallet 21 (5-71) 0 52 (4-739) 0 136 (4-4621) 0
Step - Connect issuer/holder 156 0 581 0 798 0
01 - Issuer invitation 4 (2-15) 0 245 (2-1036) 0 282 (3-835) 0
02 - Holder receive invitation 152 (99-315) 0 336 (117-985) 0 516 (102-1413) 0
Step - Issue credential 471 0 784 0 1193 0
01 - Holder send proposal 85 (59-197) 0 169 (70-434) 0 260 (57-1479) 0
02 - Holder send request 239 (186-341) 0 364 (205-786) 0 534 (193-1331) 0
03 - Holder store credential 147 (105-255) 0 251 (106-589) 0 399 (119-1245) 0
Step - Connect verifier/holder 160 0 336 0 642 0
01 - Verifier invitation 4 (3-43) 0 21 (2-687) 0 66 (3-488) 0
02 - Holder receive invitation 156 (96-331) 0 315 (109-794) 0 576 (106-1505) 0
Step - Verify credential 253 0 455 0 679 0
01 - Holder send proposal 69 (47-179) 0 156 (51-398) 0 246 (54-985) 0
02 - Holder send presentation 184 (142-299) 0 299 (161-590) 0 433 (160-1116) 0
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