= 24-27-02-03 KNOM Review 24-02 Vol.27 No.02
https://doi.org/10.22670/knom.2024.27.2.24

WA BYe $4E AviE AEAE Hopd gA AT
3t
O O

ol o 3 WA A, H W A

A Survey on Vulnerability Detection in Smart Contract Using
Machine Learning Techniques

UI-Chan Lee’, Jiwon Bang*, Mi-Jung Choi

FHT BEA 7o) ok ARl(E, d3)elx] &) 8=, EEA1”1e A4l rE F shel AantE
Z1EAE (Smart Contract) =3+ 2 A4S vt 3}4. ~rlE AEAEE A 3212 Y] glo] ©elalE] 317 o)A
A=A Sle AR 7leE Alwsi) EA B ALgo] Soldel wet ofz] FHefHo] xFd 7hs
% Q%‘*l 7}6}1 N *‘Zﬂ *UPE ZlE2 Eﬂl ofz] Mol Febd o= qlgl FAA Sl I3 AlElEe] RaEal 3)

e 7= o] FHopdS AMdell ©x[she A7) Ss] zleE 3
ok %4%01]% E‘r gk ool A %“401‘4 s Hole WAl 2ld 7HE =g ~vtE ZIEdE L=
| A=A Q E‘r E mredAe antE e EL] Fo FopdEd WAl Bl 7HE 83 ~vtE
A Fopd v AFE avigiel w3 AAS A7E Y dole] MR ERsla 2 Ao 5AS ARk

u

l"—r‘
l>
EI
1m
N
1m

Key Words : BlockChain, Ethereum, Smart Contract, Vulnerability, Machine Learning, Detection
ABSTRACT

Blockchain technology has been actively utilized in various industries, such as finance and healthcare, with
growing interest in smart contracts, one of the core technologies of blockchain. Smart contracts enable reliable
transactions in a decentralized environment without the involvement of third parties. However, as the use of smart
contracts increases, the potential for various vulnerabilities to be exposed also rises. Indeed, there have been
reported cases of financial losses caused by security vulnerabilities in smart contracts. To address these issues,
research on detecting vulnerabilities in smart contract code in advance has been actively conducted. Recently,
machine learning techniques, which have demonstrated excellent performance in various fields, have been applied
to the detection of smart contract vulnerabilities. This paper introduces the key vulnerabilities of smart contracts
and explores studies that utilize machine learning techniques for vulnerability detection. Additionally, it categorizes

the selected studies based on input data and investigates the characteristics of each study.
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