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ABSTRACT

The self-sovereign identity (SSI) paradigm offers high security by allowing individuals to manage their own
identity information and selectively disclose specific details required for certain services, rather than relying on a
centralized authority to control all identity information. However, most users are still accustomed to the high
convenience and speed of centralized methods, which remains a significant obstacle for SSI systems. In this
paper, we construct a comprehensive SSI system using A Cloud Agent - Python (ACA-Py), an open-source
project designed for SSI implementation, and Hyperledger Indy blockchain. Additionally, we configure ACA-Py in
a clustered form and evaluate the performance of credential issuance and verification within the SSI system as
the number of nodes in the cluster changes. In our experiment, clusters with a single node experienced high
response times and error rates due to load balancing failures, whereas clusters with 3 or 5 nodes showed

excellent performance without any errors.
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Fig. 1. Self-Sovereign Identity System Architecture
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Table 2. ACA-Py Environment Variables

Environme i
ot Issuer Holder Verifier
version 1.0.0 1.0.0 1.0.0
db postgres postgres postgres
wallet type askar askar askar
multi-tenan
false true false
cy
did
sov sov sov

method
public
L. true false true
invites
auto
accept true true true
invites
auto
accept true false false
credentials
auto
accept

. false false true
presentatio
ns
2 FRE A1FAY A9AF xR T

Aals BE 8(EEAQ, ZEE, ACA-Py, =
W ZEA)= shpe] AW dlollx] FRBlES -
sl A¥Me] CPUE AMD EPYC 7443P
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Table 4. Node #1 Cluster Evaluation Result

Cluster - node #1
API Request 20 users 50 users 100 users
response time (ms) | error rate (%) response time (ms) | error rate (%) response time (ms) | error rate (%)

Step - Create wallet 100 0 150 0 272 0
01 - Holder create wallet 100 (5-274) 0 150 (4-777) 0 272 (5-1338) 0
Step - Connect issuer/holder 723 0 8596 22.35 24225 78.22
01 - Issuer invitation 9 (3-90) 0 10 (3-204) 0 73 (2-536) 0
02 - Holder receive invitation 714 (117-1295) 0 8586 (105-30272) 22.35 24152 (360-31133) 78.22
Step - Issue credential 1485 0 4215 32.85 6823 98.98
01 - Holder send proposal 314 (65 -527) 0 2062 (5-30115) 27.61 4697 (5-30746) 90.1
02 - Holder send request 627 (200-983) 0 1194 (11-10157) 30 1986 (9-30869) 98.98
03 - Holder store credential 544 (108-916) 0 959 (10-2609) 32.85 140 (9-1027) 98.98
Step - Connect verifier/holder 746 0 1638 0 1264 0
01 - Verifier invitation 7 (3-42) 0 8 (3-88) 0 27 (3-544) 0
02 - Holder receive invitation 739 (110-1167) 0 1630 (105-3631) 0 1237 (125-2882) 0
Step - Verify credential 798 0 1279 33.83 149 97.22
01 - Holder send proposal 303 (54-573) 0 562 (4-1692) 25.19 49 (4-616) 66.67
02 - Holder send presentation 495 (156-745) 0 717 (20-2081) 33.83 100 (12-321) 97.22

¥ 5. x= 3 FA FeiaE AY 4
Table 5. Node #3 Cluster Evaluation Result

Cluster - node #3
API Request 20 users 50 users 100 users
response time (ms) I error rate (%) response time (ms) error rate (%) response time (ms) error rate (%)
Step - Create wallet 38 0 93 0 161 0
01 - Holder create wallet 38 (5-430) 0 93 (4-552) 0 161 (4-1507) 0
Step - Connect issuer/holder 201 0 667 0 1405 0
01 - Issuer invitation 7 (3-76) 0 10 (2-211) 0 15 (2-459) 0
02 - Holder receive invitation 194 (111-423) 0 657 (112-1752) 0 1390 (101-2634) 0
Step - Issue credential 587 0 1435 0 2749 0
01 - Holder send proposal 112 (63-238) 0 288 (65-710) 0 605 (68-1510) 0
02 - Holder send request 288 (207-562) 0 633 (215-1239) 0 1112 (200-1840) 0
03 - Holder store credential 187 (115-329) 0 514 (108-1167) 0 1032 (112-1840) 0
Step - Connect verifier/holder 203 0 703 0 1543 0
01 - Verifier invitation 7 (3-75) 0 7 (3-117) 0 20 (2-458) 0
02 - Holder receive invitation 196 (112-383) 0 696 (115-1560) 0 1523 (117-2520) 0
Step - Verify credential 312 0 765 0 1535 0
01 - Holder send proposal 96 (53-232) 0 279 (55-686) 0 632 (55-1144) 0
02 - Holder send presentation 216 (152-415) 0 486 (149-1018) 0 903 (158-1504) 0
6. == 570 74 FeiaE Ad A
Table 6. Node #5 Cluster Evaluation Result
Cluster - node #5
API Request 20 users 50 users 100 users
response time (ms) error rate (%) response time (ms) error rate (%) response time (ms) error rate (%)
Step - Create wallet 21 0 52 0 136 0
01 - Holder create wallet 21 (5-71) 0 52 (4-739) 0 136 (4-4621) 0
Step - Connect issuer/holder 156 0 581 0 798 0
01 - Issuer invitation 4 (2-15) 0 245 (2-1036) 0 282 (3-835) 0
02 - Holder receive invitation 152 (99-315) 0 336 (117-985) 0 516 (102-1413) 0
Step - Issue credential 471 0 784 0 1193 0
01 - Holder send proposal 85 (59-197) 0 169 (70-434) 0 260 (57-1479) 0
02 - Holder send request 239 (186-341) 0 364 (205-786) 0 534 (193-1331) 0
03 - Holder store credential 147 (105-255) 0 251 (106-589) 0 399 (119-1245) 0
Step - Connect verifier/holder 160 0 336 0 642 0
01 - Verifier invitation 4 (3-43) 0 21 (2-687) 0 66 (3-488) 0
02 - Holder receive invitation 156 (96-331) 0 315 (109-794) 0 576 (106-1505) 0
Step - Verify credential 253 0 455 0 679 0
01 - Holder send proposal 69 (47-179) 0 156 (51-398) 0 246 (54-985) 0
02 - Holder send presentation 184 (142-299) 0 299 (161-590) 0 433 (160-1116) 0
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Autonomous Network and Service Management based on
ZSM/ENI

Wooseok Yang®, Jaeoh Lee
2 o

ESE W Anls fdAE olddeln vlkt VIENZ AAE 9] B4R AEAS W Edom e
AHet 27 AR, BlEUs B 9 B 489 4 9l Ashainelligeny W2 D Aus ghelo] 2]
< 7 a grk vlEY = Fele AR A U E)Z(Self Organizing Network: SON) 7]HFe] F2ol Au]x~ A
s} AkElo] Aiautonomous) MIENZ B Al ele] A7 Baro] BfrEm gleh AE el chr
AIML 7|5 $3 2 A83ka ok weba oleldk AYML 7]%g A48 & e ZFshd A8 viEd=a ¥
Al ] Freh BdlS dFehe 2HE 218 Folrh

E mrelds AE vESZ 2 AR FEE SEk] AR E 5 ode @R AJML 7]sE ANgeh st
g VEY = 2 Au]x e 1539S Agksta ¢)= ETSI(European Telecommunications Standards Institute)2]
ZSM(Zero-touch Network and Service Management)®} ENI(Experiential Networked Intelligence) A|Z~®] =0l
A3t A S AR gk

Key Words : Autonomous Network and Service Management, Machine Learning, Closed Loop, ZSM, ENI

ABSTRACT

Network and service operators are interested in intelligent network and service management that can be applied
to complex interactions between heterogeneous and diverse network devices, dynamically changing user
requirements, business goals, and environments. Network management is related to dynamic service deployment
based on Self-Organizing Network (SON), and the need for autonomous network and service management is
emerging for study. Autonomous management integrates and applies various AI/ML technologies. Therefore, efforts
are also underway to study standardized autonomous network and service management structures and models that
can use these AI/ML technologies.

In this paper, we introduce some related AI/ML technologies for autonomous network and service
management. We also examine research trends on the Zero-touch Network and Service Management (ZSM) and
Experiential Networked Intelligence (ENI) system architecture of the European Telecommunications Standards

Institute (ETSI), which are proposing standards for autonomous network and service management.
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A Survey on Vulnerability Detection in Smart Contract Using
Machine Learning Techniques

UI-Chan Lee’, Jiwon Bang*, Mi-Jung Choi
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Key Words : BlockChain, Ethereum, Smart Contract, Vulnerability, Machine Learning, Detection
ABSTRACT

Blockchain technology has been actively utilized in various industries, such as finance and healthcare, with
growing interest in smart contracts, one of the core technologies of blockchain. Smart contracts enable reliable
transactions in a decentralized environment without the involvement of third parties. However, as the use of smart
contracts increases, the potential for various vulnerabilities to be exposed also rises. Indeed, there have been
reported cases of financial losses caused by security vulnerabilities in smart contracts. To address these issues,
research on detecting vulnerabilities in smart contract code in advance has been actively conducted. Recently,
machine learning techniques, which have demonstrated excellent performance in various fields, have been applied
to the detection of smart contract vulnerabilities. This paper introduces the key vulnerabilities of smart contracts
and explores studies that utilize machine learning techniques for vulnerability detection. Additionally, it categorizes

the selected studies based on input data and investigates the characteristics of each study.
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Table 2. Research on Opcode-Based Smart Contract Vulnerability Detection
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ABSTRACT

This paper creates a P2P network testbed that creates and executes a P2P network in which a number
of nodes are connected and presents the results of the development of a platform that can analyze the
topology of the created P2P network. The topology of a P2P network is an important factor that affects
the performance of the P2P network in the form of connecting nodes, but it is very difficult to grasp in a
real network because the topology can be known only when all nodes’ connection information is collected.
Therefore, a platform that analyzes topology changes or characteristics in real-time by building a testbed is
needed. We developed a platform that can analyze the topology by creating and executing a P2P network
by using a high technology level among public software, the widely used libp2p, and the virtualization
technology Docker, and collecting connection information of each node in real time. To verify the

developed results, a P2P network was created and the results of topology analysis were presented.
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ABSTRACT

The rapid advancement of Extended Reality (XR) technology has significantly increased the importance of 3D
content. Accordingly, there is a growing need for technologies that can efficiently represent and transmit 3D
content. 3D content can be represented in various ways, with each representation method differing in aspects such
as data size and quality. This study focuses on four major 3D content representation methods: Point Cloud,
Mesh, Neural Radiance Field (NeRF), and 3D Gaussian Splatting (3DGS). In this research, we analyze the
network performance characteristics of these four representation methods by creating the same content using each
method and evaluating factors such as data size, quality, and the impact of data loss. Additionally, we present
additional considerations that affect service and network quality, along with related research and technologies. The
aim of this study is to provide a comprehensive understanding of various 3D content representation and to assist

in improving service and network quality management.
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# of . Gbps
Level . Size (MB)
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Table 3. NeRF information with different quality

log2-hash . Gbps
Level . Size (MB)

map-size @30Hz
0 9 28.383 6.652
1 11 28.945 6.784
2 13 31.101 7.289
3 15 38.999 9.140
4 17 67.069 15.719
5 19 167.770 39.321
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Table 4. 3DGS information with different quality
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Table 5. PSNR difference according to the loss rate
Loss Point
Mesh NeRF 3DGS
Rate Cloud
Load
0.1% -0.000 . -0.075 -0.08
Failed
Load Load
1% -0.035 . . -17.041
Failed Failed
Load Load
10% -0.228 . . -19.132
Failed Failed

H 6. &AEol wE SSIM Hs}
Table 6. SSIM difference according to the loss rate
Loss Point
Mesh NeRF 3DGS
Rate Cloud
Load
0.1% -0.000 . -0.001 -0.000
Failed
Load Load
1% -0.005 : : -0.151
Failed Failed
Load Load
10% -0.031 : : 0223
Failed Failed

E 7. AEC| ukE LPIPS W3}
b

Table 7. LPIPS difference according to the loss rate
Loss Point
Mesh NeRF 3DGS
Rate Cloud
Load
0.1% 0.000 . 0.000 0.000
Failed
Load Load
1% 0.013 : : 0.256
Failed Failed
Load Load
10% 0.031 : : 0.335
Failed Failed

3. dzd
L, jﬂlﬁb xay EL ‘%“4% ARgER=T] gle]
z‘j:L 2.

L [¢)

JE FEhpr=se} *ﬂH

o] FFelA AdE Axw 2] &
Blender [20], Maya [21] 5 o8] 3D AZES9]
9} Unity [22], Unreal Engine [23]3} 22 Al <l
AleflA wit 2=rb shsdbe, ) e %
Three.js [24] 59 zfo]B=2]E ©|83] WebGL
7k @ijgle] 7Fsslch wb, NeRFS 7% A7
w 7EE 323 wrloe g )& —Lsﬂ HA S #e]E]
HO]—/UIO] 37'” r/}———‘ﬁ Ej]]:ﬂ oa HEH 7§Uo]' TX 9’]’
7VFEAE B odofof dP] el 7 WRAelut
AR 71l e E tiErks Aol AHEAS U
A wHETE NeRF 7|3 3%l Q= ShilsiA
o] FolA| o glo] sl R F=E3 50l
wol| EAfEA, A 2 ARge] Balksie] odnk AL
SAPAA AR AlFel] Sl ol A=
o] d|A= oo} gt} wal ol ?‘siEHO] A 7Awy,
= BT X WA 2 APV}
o7} olek U E [15]014= NeRFZ
aFAe] ¥lE F=f
Bl g Qg A8l dha
92om, NeRF =dle] thAA|= o]go] 7}53jch

¥
i
42 g
o
3
3

lo,
Mot ol i

o i
N )
=
A o2
To o
& 3
iz
Tk
=
%L

95



KNOM Review ’24-02 Vol.27 No.02

73 HOLA} B;_% zolu}zé H] ol

gl

Table 8. Advantages and Disadvantages of each 3D representations
Type Advantages and Disadvantages
+ Simple, easy to use. Supported by many existing libraries and frameworks. Available even if loss
Point occurs. Easy to edit (Beneficial for adaptive streaming).
Cloud - Low visual quality when there are few points or low density. High visual quality requires high
bandwidth.

Mesh Relatively easy to edit.

- Low visual quality. Unavailable if loss occurs.

+ Simple, easy to use. Supported by many existing libraries and frameworks. Low bandwidth.

to be resolved in the future).

+ High visual quality (photorealistic). A lot of research is currently ongoing (Disadvantages are likely

support by existing libraries and frameworks.

NeRE - Requires training. High bandwidth. Unavailable if loss occurs. Low FPS. Limited or no support by
existing libraries and frameworks. Hard to edit.
+ High visual quality (photorealistic) with lower bandwidth. High FPS. A lot of research is currently
ongoing. Editable.

3DGS

- Requires training. Available even if loss occurs, but quality can be greatly reduced. Limited or no
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