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ABSTRACT

The Internet of Things (IoT) has evolved by integrating cloud computing to overcome limited computational
and storage resources. However, physical distance still causes network latency and limits real-time processing. To
address this, fog computing was introduced as an intermediate layer, forming the End - Fog - Cloud architecture.
Yet conventional security mechanisms remain unsuitable because of IoT device constraints, persistent reliance on
Cloud Service Providers (CSPs). Consequently, existing approaches fail to guarantee data integrity and access
control across all layers. This paper proposes a unified data-provenance-based security system that protects the
entire End - Fog - Cloud environment. The system ensures data integrity through blockchain-anchored log
provenance and enforces access control using DID (Decentralized Identifier) and VC/VP (Verifiable
Credential/Verifiable Presentation)-based identity verification. Finally, we experimentally verify that the proposed

system effectively detects and mitigates major security threats using the STRIDE threat model.
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Table 3. Countermeasures of the Proposed System based on the STRIDE Threat Model

STRIDE Category

Threat Definition

Proposed Countermeasures

An attacker attempts unauthorized access using a

Spoofing forged VP. VP signature verification
1) A CSP arbitraril difi deletes cloud
M arbitran ydmtO thies o defetes clou (1) Blockchain anchoring and
ata.
T i diti
ampering (2) An attacker modifies or deletes log data au ,1 ne .
(2) Log chain verification
recorded on the Fog node.
A legitimat ith dificati ivil
Repudiation el 1n?ae usctr with moditication Pml cges Data provenance backtracking
denies having performed an action.
Information An attacker attempts to steal data by sniffing Public key-based encrypted
Disclosure network packets in the End - Fog segment. transmission

Denial of Service

An attacker attempts to flood the system with
requests containing invalid signatures.

Preemptive blocking mechanism

Elevation of Privilege

A user with only read permissions attempts to
modify or delete data.

Session token-based access control
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