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ABSTRACT

As the scale and complexity of networks increase, the concept of Intent-based Networking (IBN) has been
proposed to manage networks based on user intent. With the advent of Large Language Models (LLMs), Intent
Translation, which apply LLMs to IBN and transform natural language intents into structured, abstracted forms
that can be interpreted by the system, has been attracted. This paper proposes a method for generating templates
that abstract and structure natural language intents to manage Network Function Virtualization (NFV) environment
through Intent Translation. The proposed method optimizes an LLM using domain adaptation techniques such as
Chain-of-Thought (CoT) and few-shot learning. We evaluate the proposed method by comparing it and existing
methods. The experimental results showed that the proposed method can significantly enhance the translation

accuracy.
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Phi4 hid . lus (14b) - Microsoft (2025.04)

i4-reasoning:plus

[23] P &P - Lightweight, reasoning model
GPT-OSS - OpenAl (2025.08)
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[30] - Support full-cot and multi-modal reasoning
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LLM-based
Rule-based Baseline
Methods o Tu et al. [16] Proposed
(Heuristic) LLM
(LLaMA33) | LLaMA3.1 | LLaMA33 | LLaMA3.1 | LLaMA33
Tu et al. [16] | acc. 62.5 75.5 87.5 97.5 90.0 97.5
dataset Proc
(Dep. + SFC) | time 0.41 1.83 691 7.20 4.57 4.93
Our dataset Acc. 59.7 72.6 - - 90.3 96.7
(5 tasks) Proc. |0 48 2.16 - - 5.09 551
time
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An Effective Network Intrusion Detection Model based on
External Attention and Residual Connections
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ABSTRACT

With the increasing demand for computer networks and networking technologies, the attack surface exposed to
malicious threats has naturally expanded, leading to a steady rise in such attacks. Consequently, intrusion
detection technologies within networks have become increasingly important as a core component of cybersecurity.
However, from the perspective of information security, as the payload of traffic becomes encrypted, the analysis
of malicious traffic by network devices has become limited, thereby making intrusion detection even more
challenging. Since the application of deep learning to data-driven network intrusion detection, the computational
complexity of deep learning models has been continuously raised as a concern. In this study, we propose an
effective intrusion detection model that sequentially leverages external attention structures and residual connections
—mechanistic advancements targeting the self-attention mechanism of transformer models, which inherently possess
quadratic computational complexity. Using the latest UKM-IDS20 dataset to evaluate the performance of the
proposed model, we achieved an exceptionally strong result, with a false detection rate of only 0.24%.
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Analysis of the Impact of Client Computing Capability
on ABR Algorithm Behaviors in Volumetric Video Streaming
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Key Words : Volumetric Video Streaming, Adaptive Bitrate Streaming, Quality of Experience

ABSTRACT

With the recent advancements in immersive media technology, efficient transmission technology that can
smoothly provide large amounts of volumetric data is becoming increasingly important. Conventional video
streaming systems have employed bandwidth- or buffer-based adaptive bitrate algorithms to cope with network
fluctuations. However, in volumetric video streaming, which involves compute-intensive tasks such as decoding
and rendering, streaming quality may degrade due to limited computing capability, even with sufficient network
bandwidth. This study analyzes the impact of client computing capability on the Adaptation behavior of ABR
algorithms and streaming quality in a volumetric video streaming system. We implemented a DASH-based
volumetric video streaming system to evaluate ABR algorithms across diverse device and network conditions. We
highlight the necessity for adaptive streaming strategies that consider client performance and volumetric video

characteristics along with network metrics.
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Table 1. Point cloud information with different quality
(Before Compression)

Quality Avg. # Avg. Size Mbps
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2 233,525 474 1192.28
3 333,608 7.09 1783.29
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Table 2. Point cloud information with different quality
(After Compression)

Quality Avg. # Avg. Size Mbps
Level | of Points (MB) @30Hz
0 33,360 0.20 50.30
1 133,443 0.72 179.98
2 233,525 1.20 301.19
3 333,608 1.66 418.49
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Table 4. Streaming quality by device capability under stable network conditions

ABR Device Bitrate (Mbps) FPS Total Playback Time (s)
Throughput High-end 41454 2713 66.38
—based Low-end 414.54 16.40 109.82
High-end 368.24 27.74 64.92
Buffer-based
Low-end 366.28 17.38 103.62
. High-end 368.24 27.88 64.60
Hybrid
Low-end 366.28 17.64 102.11

E 5. 54 VENZ B0l B el mE 2eely 4

Table 5. Streaming quality by device capability under dynamic network conditions

ABR Device Bitrate (Mbps) FPS Total Playback Time (s)
Throughput High-end 210.48 28.30 63.64
—based Low-end 191.00 23.73 7591
High-end 253.08 28.37 63.48
Buffer-based Low-end 299.01 20.35 83.49
. High-end 181.33 28.90 62.32
Hybrid
Low-end 167.39 24.63 73.13
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ABSTRACT

In modern network environments, encryption has made payload-based analysis increasingly difficult,
highlighting the importance of behavioral traffic analysis that leverages the statistical characteristics of sessions
and packets. This study proposes a dual CNN-based behavioral analysis framework that jointly learns the
structural and temporal patterns of WeChat traffic. To address the limitations of session-level analysis, a new
concept called the “Packet Bundle” is introduced to quantitatively analyze temporal variations within sessions and
effectively distinguish similar behaviors such as Chat and File Transfer. The proposed model combines a
session-level 2D CNN with a packet-bundle-level 1D CNN to classify Voice, Video, Chat/File Transfer, and
Others sessions with high accuracy, achieving an average classification accuracy of 97% for the 1D CNN.
Furthermore, comparable results obtained on a WhatsApp, KakaoTalk dataset demonstrate the generalizability and
practicality of the proposed approach. This study presents an efficient analysis framework capable of fine-grained
behavior recognition in encrypted environments through packet-bundle-based spatio-temporal feature learning.
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Implementation of All-in-one Portable Private 5G Network for
Remote Control Vehicle Teleoperation & Disaster Recovery
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ABSTRACT

This paper introduces our research results of an all-in-one portable private 5G communications system for
remote control vehicle (RCA) teleoperation and national important industrial facilities like nuclear power plant
under extreme natural disaster due to global abnormal climate change such as earthquake, tsunami and heavy rain
incident. In such environment, RCA teleoperation engineers or various industry building operational staffs which
do not have technical knowledge of network provisioning and operations must deploy the disaster recovery
network.  Thus the proposed reseach prototype provides capabilities to provision a private 5G network
autonomically and enable multi-modal (RCA sensor data, control messages, voice/video, etc.) and data services.
It also describes our Private 5G diaster recovery communication kit developed based on the proposed core

technology and architecture as well as the results of system verification testing.
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Fig. 2. External I/F of All-in-One Emergency
Communication Kit

AR KIT 25t Algle)] 7]18 84 Au|x
T L Uy Alad A ERuEES A% Tap F
w7l A=, ke snlele Y WE, AL E

A4 ]lHS 93 A 1Y EE, 5G
g AE5E AR = ode i o

Hel eleul £E, T2]3 56 % F7F S 4%
RU/DU 44 ZE g /M= 22 A= gk =t
A2to 2 5G Core Network =tof 143 3]
oltiyl 2E9} USB EE 27H% A=k

t}2-2 All-in-One 5G BIAEAIY =9 9%
e o] el gl AbA] 2] fj-golrt.
- SIP Soft Phone with Receiver/Dial Touch Pad
Screen, mic/speaker and camera
- RU/DU Data Gigabit Ethernet port (RJ45 UTP):
2 GbE port
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- Management port : 1 GbE (RJ45 UTP). 1
USB 3.0 port
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TX/RX Radio - SMA extension cable - SMA
Female Adapter - External 5G antenna]
- 5-Volt Active GPS Antenna
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- Display status/remains of battery

- DC input port for charging battery

- Power On/Off button switch (status light)

- Case Size : L411 * W321 * 165H [Wireline
spine node size]

- NANUK 933 Size: 19.9 in x 16.1 in x 10.1 in
(505 mm x 409 mm x 257 mm) [Private 5G
Case]
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A Data Provenance System Ensuring Data Integrity and
Access Control in End - Fog - Cloud Environments

Taemo Bae®, Jiwon Bang’, Hyang-Hee Hwang™, Mi-Jung Choi’
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ABSTRACT

The Internet of Things (IoT) has evolved by integrating cloud computing to overcome limited computational
and storage resources. However, physical distance still causes network latency and limits real-time processing. To
address this, fog computing was introduced as an intermediate layer, forming the End - Fog - Cloud architecture.
Yet conventional security mechanisms remain unsuitable because of IoT device constraints, persistent reliance on
Cloud Service Providers (CSPs). Consequently, existing approaches fail to guarantee data integrity and access
control across all layers. This paper proposes a unified data-provenance-based security system that protects the
entire End -Fog -Cloud environment. The system ensures data integrity through blockchain-anchored log
provenance and enforces access control wusing DID (Decentralized Identifier) and VC/VP (Verifiable
Credential/Verifiable Presentation)-based identity verification. Finally, we experimentally verify that the proposed

system effectively detects and mitigates major security threats using the STRIDE threat model.
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Data Integrity Access Control :
Research X k Provenance Support Considered Layers
Mechanism Mechanism
. . . . . Edge-Cloud
Blockchain-based integrity, Blockchain + Data Confidence
[17] . . (Fog layer largely not
IPFS/DHT relational DB (Blockchain Ledger) .
considered)
X L . Context-sensitive
[18] Policy violation prevention Not supported End - Fog
access control
. End - Cloud
Security metadata - based X .
[19] K X K Not supported Prov-DM model (Fog considerations
integrity event detection .
are limited)
Zero-watermarking for .
. . Watermark-based End - Multi-hop - Gateway
[20] hop-by-hop integrity Not supported . . .
L lightweight provenance (Cloud not included)
verification
Blockchain + Merkle Tree + Log-based data
Ours DID, VC/VP End - Fog-Cloud
Data Provenance provenance
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Table 3. Countermeasures of the Proposed System based on the STRIDE Threat Model

STRIDE Category

Threat Definition

Proposed Countermeasures

An attacker attempts unauthorized access using a

Spoofing VP signature verification
forged VP.
(1) A CSP arbitrarily modifies or deletes cloud . .
dat (1) Blockchain anchoring and
ata.
Tampering . auditing
(2) An attacker modifies or deletes log data . . .
(2) Log chain verification
recorded on the Fog node.
e A legitimate user with modification privileges .
Repudiation . . . Data provenance backtracking
denies having performed an action.
Information An attacker attempts to steal data by sniffing Public key-based encrypted
Disclosure network packets in the End - Fog segment. transmission

Denial of Service

An attacker attempts to flood the system with

requests containing invalid signatures.

Preemptive blocking mechanism

Elevation of Privilege

A user with only read permissions attempts to
modify or delete data.

Session token-based access control

61




KNOM Review ’25-02 Vol.28 No.02

]3] STRIDE 13 =¥ [22]2 #-43lt}. STRIDE

A3 2l 67 S 7HEe R Ajx~Hle] Hl
SR APdska wAsH wpEelt REE &
67 =, 2~ (Spoofing), W Z(Tampering),
#-9l(Repudiation), AR X-Z(Information

Disclosure), AJ¥]Z~  7]%{Denial of Service),
2] HgF  ARS(Elevation of Privilege) 22
TAELE B mds Eg Ax=E A AR
_',]OI:X-]’V]_ H /\E /K]Hﬂs‘ﬁl— 2= 11;]_. % %{%oﬂ/ﬂ
Aokl Al~Ele STRIDE €13 =€le] 6714
F5E JHECE F 67 AlVE| s AR &
3% 7F el digk 34 Ave] s} ol gk
5 Aelskich

4.1 27 ALzl
oA Adeles R FA0R, AP
#1E2 VPE ]88 Fog el BIVE Ade
AEshe AR PRt B Alzdledds vPe
AH8Ae] DIDSF VCE EFEIH, Al <SS
TR A4l ex® AMgEh e Il
el A9 vPE A, e ARk
VCE H¥sle] A=d VPE AT FH olE
ol g3l A ALE Lo Axmdcl A=
71 sl A VPE AY WEd ¥ Fog
keo AlTsl lF AAE e e 34E
Awslgdeh Fog xte AF A fx=
VPe] AW A sl en, 1] 129} 3]
adE As) HARAE kil ol 53
Alkshs Alzwe] flzxl VP 7|kl Al 9]z
2 HRF S B eR Algke el 5

Atk

dlelele] FAAS

wrellids Wx Ao wkE 24
ERele] Adeles FAsg AAE Fege
AZzlA] CSPell ola] UE o]y} xAlE=
ASoltt. EAE  FARPE Fog k=T U

npanhic sionature verification

er_1' has been tampered witl
on error
TAUTH] Annoce daniad fan aliac ‘temn int dauics ownan 1t

T2l 12, VP 3% A3
Fig. 12. VP Verification Results

62

Azglel] RFajed, Ale] ot @91E %717]
$18 =1 wlolE g S Ableke Agold.

4.2.1 CSPe tejdol &<

AL 2-12 <Fe]&<]l CSP7} Fog xx2] &
Ag Beld FEFEel A" delHE ‘%Hi'
AAEAY e Wdshs SR P A
CsP9| °fel dglE AR 18 Python =
HEES AMsle] 1149 1149 10:0047E] 14:00 Alo]
of AR delel F ¥R 100F A 2
T le A, Sl e R olF #lE A
Zb 7t Wik Audits aEcl 1 A3, a9
133} zro] A2l AlAEl dHlo|g|e) wWxE dlo]
Elo] BUdXE »T =g2X5lxy AnE A ACH

wehd B =FellA] AlAske AlxEle cspe ot

oAl YTl i) dlole] FAAL AZE= )
AUFS Alggich

4.2.2 27 Ho|E 9 =z

AU L 225 FAAP) Fog = Ul A|2H]

o HEslel, Ale] otelde) AslE %7171 <l
270 HelelE s sk el 20
Yol dlole] Zaujdac] #lAlolxl Wz e
o keI, ] AT o At
AL o] BRAN WAY T 3]
Sgspphd, b w12 Eelh Agss) el A
28 2] EAE AP ARE ¥ - 4l
hAYE I W AleE 41 A
gk A WA 32 Ethereumol FE 3|47} 7]
29 270 WS 448 B AV audit &
& A9 Alth T A FRE v e
AXEEZ] oldell BaE EAEle], #9210
curr_hash®} t}& 79| prev_hash’} EUx|7} vt
Ak Aol F & AFsty] $18l, Python
23 ER qleje] 2 dHolelE Ak 1
A3 a5 149} 3ro] 7 AAgelx]e] 2 Hlo]E <]

~ 14:80

[AUDIT] Va
[AUDIT] M
[AUDIT] Mi:

[AUDIT] Value
[AUDIT] va

[AuDIT] Mi:
[AUDIT] Va
[AUDIT] Missing da

a8 13, SR dlole] 3t
Fig. 13. Cloud Data Audit Results




End-Fog-Cloud $H4614] dle]e] F243} 412 Ao} warehi= dlole] Zenulz A

[AUDIT] Experiment started: log tampering scenario simulation
[AUDIT] Detecting tampering in prev finalized logs...
[AUDIT] Loading Merkle root from bloc in..

[

AUDIT] Recalculating Merkle root from cloud lugl;
TAUNTT1 Hach mismatrh detectard

Warning] Previously committed log has been modified

LAUDIT] Detecting tampering before Merkle tree generation...
[AUDIT] Verifying log chain hash linkage (prev_hash)...
TaunTT1 Rrnken hast {3 3

WARNING] Log modi:

LAUDLI] BOTh Tampering sc

[AUDIT] System integrity verification completed

a8 14, 2o §]-WE 9] A
Fig. 14. Log Tampering Detection Results

Amat YA wolir, B B

X

£, ol4le] 2} W s sk
B e
A W, A gho] FebA Assle] 9] s
Y gel,

4.3 g2l A|1—|'F'—|—<->—

A WA Adele yelew, dolele]
AgE 7l A]‘%-XV} deolels AR, o=
yelshs A4S PRtk A9E A8
IoT_Device_Owner_27} & ©l|o]E]E Fog k=%
S SHT T oo WS A uhy
Fse AR PgEh A RS dold
ZEHA BaE GFAsle], A oMlESL
MR el 2ag FEeeith olF 2 e
AZA eME  wAAE sl
IoT_Device_Owner_2 <1 Al¥sloict. 138 15=
A A S ke, 2] 728 el s

Eg 2ol w2 wAkEh)

4.4 ZE F A2

v A Adees AR 2 AuR|eE, 34
27} End -Fog 77k W|ES= sHZl& =43t
of Wz wlolelE 2stels AdRe 7Rk

a8l 15 ol WA S 913t dlole] Zaujds A} Az
Fig. '|5. Audit Result of Data Provenance for
Non-Repudiation

@8 bf b8 13 1a @a b8 27 eb 9a 75 d3 @8 @0 45 19 toeiueecE
8@ 78 a2 c7 48 88 48 86 16 3f c@ a3 88 16 c@ ad @@ ?

6@ 23 2@ 16 d7 el 94 84 ba 7d d1 2b 53 bd 5@ 18 }45P
83 8f B3 5c 8@ B8 =0 99 a2 a8 9b 97 ea b4 e4 c3 1

ed 48 99 c2 4b 46 35 6b cb 89 bo 16 22 28 73 64 H--KF5k "(s
ac 53 be 29 81 75 3 f7 52 69 <@ 5 ©f 6a 42 9e S-)u-- Ri---gB
8 ee 29 74 2c Ba d9 cb ff de 6b 98 df fo d5 53 Ve, k 5
55 d@ 3b 7b 35 55 19 c3 19 b8 @3 79 ef 83 93 b9 U-;{5U ¥

27 6f S5e 98 7e 46 fotinF

8! 16. Wireshark® A3 915315 A7l do]zc
Fig. 16. Encrypted Packet Payload Captured by
Wireshark

B A AES K ko] 7dAlS Ak
Ao]Efe]7} Fog =2 DID wAel4] E53
N71E AHEste] dlole] deolz=E shssigl &
Agshe w243} AddA vEd= 3l
B =79] Wireshark [23]5 ©]83}. Wireshark
5 53 AlolESo|9} Fog k= 7k FAIE 712
W Azl a8 163 3Eo] sl dHlelelrt sl
AR ASEs S geldldnl ofF 3l Al
A"l VBT =4 AEe] sz dole e
o

SN
o ofd 2

-

4.5 Malx AR AL
S A Aot Auls AR ARl
FAAL o] oleld £4¢ Fog ol A%
sjel Alzg ANe TAATIT S Aalshe
A]—E]«——‘ 7]-7(46]—]’;}- B /K]/\Eﬂo :ﬂo]]ﬂ ﬂﬂ ixl 2=
§ A A =2 9 VP AW fEAS AEw
olef3t WAYFLE frEsh] B HZE UES
=2 Al A A5 FA) A1 AdelA= Pyth
on AIRES T 21,0007 o]Fe] FEsHA]
A4S A$sh= Z2d(Floodi

o)
=
n) FAE AN $el A Tl

2% 178 Fog ) A% AE sk oy
24e FAHoE Avehe e mEe 4
Folct. o9 18% ¥ 19+ FEd TADEk
s wl 543 cpugt Hlwe] AR WskE o
Tz FH2A A2 A0l Al
/‘]Xé% SFEA fRL FA ]
CPU ARgeke Zejn) ZAS whel=
o 13% el dse g, w
2] AR A AR 7Rt et §AF
b ] 48%% fASKsIe o1 Hhekel o3y
o] Azgle] el oi7ld(Queucyoltt wlweled
A=) el 1z 4 a—%.— WA 24 975
Ak A|lx~EH-e 214

L

)

Rlx2 2 W oy E o\ o L

[+] Acc

[WARN] on Token Verification Failed
[-1 Acc Denied

[+] Acc Attempt

[WARN] on Token Verification Failed
[-] Acc it

[-]1 Acc Denied

LWARN | 1on Token Verification Failed
[-1 Access Denied

221 17, Al A 3 A mee) s
Fig. 17. Monitoring Screen During a DoS Attack

63



KNOM Review ’25-02 Vol.28 No.02

N
S

CPU Usage (%)

o

b

1 4 7 101316 19222528 3134 3740 43 46 49 52 55 58 61 64 67 70 73 76 79
Time (sec)

—CPU Usage

T2 18, Au)2~ A EA A CPU AR
Fig. 18. CPU Usage During a DoS Attack
60

__58
56

@ 54
@ 52
&
S 50
g 48
153 46
D 44
= 42
40
1 4 7 101316 1922 25 28 31 34 37 40 43 46 49 52 55 58 61 64 67 70 73 76 79
Time (sec)
—Memory Usage

R 19, Al A T A el AR
Fig. 19. Memory Usage During a DoS Attack

ZFe frEsle Au|s AL FA AR A]A
o] gl4AArs 807 HIsle] JREAS oA
oz sughs gelsigick

4.6 AT &5 ALz

R oA WA Alve]es dg AR, &
3] A3tk 7Rl duk dlele] AR} Weixk U
o] B3t dolg ARV AL A Ed= AEs
AR B AsEe olejdt walt Al
sk7] Slall, AREAE QlE Al EEE Al B 7]
W A AlelE el A9 s, 28] 203}
o] b ARgAle] E2e Y deole] Ab 2
Aol B WAR A3 HAE ZAFe| ulet A
26 A Sf3) 24 Ask e 21sise,

=
N
rh
g
2,'!
o
re

pi
0!

__I.l

R =roliE  End -Fog -Cloud 34 el|A
sk el A #lEst wlslh A
wAE ] f1g HeP AxEE Al
Al A xEHL JELE.;‘"O 27 7[¥F dHel¥
Z@ujys ge]3 DID-VC/VP 7ME ol U B
A AT Aol Ak FEolck ToT Thlols
10T elulolzs 4, dlolel AH4AE opros
DID 7[Hb 553} VC/VP AHFS Fdgoes

64

[+] Access Attempt

[WARN] Permission Mismatch
[-] Access Exit

3 20, U A Aol gt H A
Fig. 20. Results of Blocking Privilege
Escalation Attempts

i,

A1 x5 WXg} =3 Fog kt=ve 34
delelsl 225 30E I wE EfR
T, FE AE ESASll KAt
dlelele} 210 FAAS HAg) dlele A
A A BZ 7N S A8s] o3
AL AE Ak

Alekels Alsgle] mokde ATl SlEl
STRIDE <13 %!" ke 7 el es
Aalgick Al et F 6lE, ¥, W e
0§ ARls AN A8 A Ases T4
shgick AR A%, 6714 e APL EsbHo
= gAeka wWelghoms] Asdel kst dl]
B 7448 RAske skelsleich
T oL 2 dgoz Elxug}__ k)
B %J} dlole] S4e] we} 7% Azl
ke Wi THicks A Teleled, 2 Q)
Wy A EE T A 8o PR EUPeR
W R e AT Aol wak vF =
A4 A3} DID 71k 1% AR BAele A
AREE 71 Aaish wlElEAE egelt of
ol dele] FAAT AT AlE gEFgow
W Ak eWaEr) ol Seld] AR ow
Hrkskan, ARk A|2uele] 71 Al2e Hhe] 2
#4S AR o= ANt ek

. r&

ol

References

[1] C. Li, J. Wang, S. Wang, and Y. Zhang, “A
review of IoT applications in healthcare,”
Neurocomputing 2024, Vol.565, pp. 1 - 12, Jan.
2024.

[2] X. Mu, M. F. Antwi-Afari, “The applications of
Internet of Things (IoT) in industrial
management: a science mapping review,”
International Journal of Production Research,
Vol. 62, No. 5, pp. 1928 - 1952, Mar. 2024.

[3] Y. Xiao, Y. Jia, C. Liu, X. Cheng, J, Yu, and
W. Lv, “Edge computing security: State of the
art and challenges,” Proceedings of the IEEE,



End-Fog-Cloud 317 <ll4] dlo]e] 243 A AlolE BAshE dofe] Zzujus Alxg)

Vol. 107, Issue. 8, pp. 1608 - 1631, Jun. 2019.

[4] N. Sharma, P. Dhiman, “A survey on IoT
Security: Challenges and their solutions using
machine learning and blockchain technology,”
Cluster Computing 2025, Vol. 28, No. 313,
pp. 1 -40, Apr. 2025.

[51 A. Al-Dulaimy, M. Jansen, B. Johansson, A.
Trivedi, A. Losup, M. Ashjaei, and A. V.
Papadopoulos, “The computing continuum:
From IoT to the cloud,” Internet of Things,
Vol. 27, pp. 1 -33, Jun. 2024.

[6] M. Almutairi, T. F. Sheldon, “IoT - Cloud
Integration Security: A Survey of Challenges,
Solutions, and Directions,” Electronics 2025,
Vol. 14, No. 7, pp. 1-28, Mar. 2025.

[7]1 L. Kong, J. Tan, J. Huang, G. Chen, S. Wang,
X. Jin, and S. K. Das, “Edge-computing-driven
Internet of Things: A  Survey,” ACM
Computing Surveys, Vol. 55, Issue 8, No. 174,
pp- 1 -41, Dec. 2022.

[81 S. Yi, C. Li, and Q. Li, “A survey of fog
computing: concepts, applications and issues,”
in Proc. Mobidata ‘15: Proceedings of the
2015 Workshop on Mobile Big Data, pp. 37 -
42, New York, USA, June 2015.

[91 S. N. Srirama, “A decade of research in fog
computing: Relevance, challenges, and future
directions,” Practice and Experience, Vol. 54,
Issue 1, pp. 3 - 23, Jan. 2024.

[10] P. Williams, I. K. Dutta, H. Daoud, and M.
Bayoumi, “A survey on security in internet of
things with a focus on the impact of emerging
technologies,” Internet of Things, Vol. 19, pp.
1-24, Jul. 2022.

[11] P. Goswami, N. Faujdar, S. Debnath, A. K.
Khan, and G. Singh, “Investigation on storage
level data integrity strategies in cloud
computing classification, security obstructions,
challenges and vulnerability,” Journal of Cloud
Computing, Vol. 13, No. 45, pp. 1 - 23, Feb.
2024.

[12] Y. L. Simmhan, B. Plale and D. Gannon, “A

survey of data provenance in e-Science,” ACM
Sigmod Record, Vol. 32, No. 3, pp. 31 - 36,
Sep. 2005.

[13] M. Di Pierro, “What is the blockchain,”
Computer in Science & Engineering, Vol. 19,
No. 5, pp. 92 - 95, Sep. 2017.

[14] Z. Zheng, S. Xie, H. Dai, W. Chen, X. Chen,
J. Weng, and M. Imran, “An overview on
smart contracts: Challenges, advances and
platforms,”  Future  Generation — Computer
Systems, Vol. 105, pp. 475 - 491, Apr. 2020.

[15] R. C. Merkle, “A digital signature based on a
conventional encryption function,” in Proc.
Advances in  Cryptology—CRYPTO 87,
California, USA, pp. 369 - 378. Aug. 1987.

[16] W3C DID Working Group, Decentralized
Identifiers (DIDs) v1.0(2022), Retrieved Nov.
18, 2025, from https://www.w3.org/TR/did-1.0/.

[17] W3C, Verifiable Credentials Data Model
v2.0(2024), Retrieved Nov. 10, 2025, from
https://www.w3.org/TR/vc-data-model-2.0/.

[18] H. Zang, H. Kim, and J. Kim,
“Blockchain-based decentralized storage design
for data confidence over cloud-native edge
infrastructure,” IEEE Access, Vol. 12, pp.
50083 - 50099, Apr. 2024.

[19] P. Nguyen, H. H. Nguyen, P. Phung, H. L.

“Advanced

context-sensitive access management for

Truong, and T. Cheung,
edge-driven IoT data sharing as a service,”
ACM Transactions on Internet Technology,
Vol. 25, Issue 2, No. 9, pp. 1 - 31, Apr. 2025.

[20] F. T. Jaigirdar, B. Tan, C. Rudolph, and C.
Bain,  “Security-aware  provenance  for
transparency in IoT data propagation,” IEEE
Access, Vol. 11, pp. 55677 - 55691, May.
2023.

[21] O. Faraj, D. Megias, and J. Garcia-Alfaro,
“ZIRCON: Zero-watermarking-based approach
for data integrity and secure provenance in IoT
networks,” Journal of Information Security and
Applications, Vol. 85, pp. 1-25, Sep. 2024.

65



KNOM Review ’25-02 Vol.28 No.02

[22] M. Howard and S. Lipner, The Security
Development Lifecycle, Microsoft Press, 2006.
[23] Wireshark Foundation, Wireshark User’s Guide
(2024), Retrieved Dec., 9, 2025, from

https://www.wireshark.org/docs/.

Hi Ef 2 (Taemo Bae)
202041 39~3A) - AFddEta
H3rEl T AL

<HAEol vESZ He, S5, AREst

gt x| 2l (Jiwon Bang)

20184 2% : Zddstw 7
el &4

20204 29 ZFAoE
ElZstz) Aal

2020 3L~dA] A E
Hldlolelue]d g3t u
AF

<ol UEAZ 3], E5A9, AR

S

)
k|
ot
e

—

~

&t & 5| (Hyang-Hee Hwang)

19943 2% : 7St AlS
At

19979 29 : ZHdgw o5
A AL

20039 2% : FEASOEw
o ghutal

2005\ 3~A) ;. ZFAHEa &~

<iltel 2Ez=o7pALE|S), A~y zorbez],
QA

66

Z| 0| & (Mi-Jung Choi)

19981 2 : o|slIxlEw
A}

2000 2% FIEI I
3P AL

20041 29 EaFIsta
&kl

20043~2005%1: Z&~ INRIA
QA4 WAl = o]

20051~2006 : e} YRR E vl oA

2006'1~2008d : Eehgoist AAFETE AT
Z 1 .{[:

2008~ : ek e sk e Tk

<FARol UEHZ e, ESA1-], HH Bt



= 25-28-02-07 KNOM Review "25-02 Vol.28 No.02
https://doi.org/10.22670/knom.2025.28.2.67

tlF 49 Kubernetes 3304 AA] B¢ 4
A4S 318 88 PostgreSQL 23 @olH]

Efsle} obl’, Fajule opA|Z®, SulE nhEREt, £ 9

—

Autonomous PostgreSQL Operator for Self-healing and Scaling in
Multi-Domain Kubernetes Environments

Tahira Amin®, Muhammad Asif’, Umar Mahmood’, Wang-Cheol Songc
ABSTRACT

The increasing adoption of Kubernetes for cloud-native applications has intensified the need for reliable and
autonomous management of stateful database services, particularly in multi-zone environments where failures and
topology changes are expected. Although Kubernetes Operators offer declarative automation for managing complex
workloads, their effectiveness in handling production-grade database lifecycles remains insufficiently explored. This
paper presents an experimental evaluation of an autonomous PostgreSQL Operator deployed in a multi-zone
Kubernetes cluster, focusing on its ability to manage key operational scenarios without manual intervention. The
study investigates horizontal scaling, self-healing and automated failover, configuration-triggered zone relocation,
and rolling upgrades through controlled configuration updates and fault injection. Operator behavior is analyzed
using Kubernetes events, pod lifecycle transitions, and cluster state observations. Results show that scaling
operations are executed in a consistency-preserving manner through synchronized replica initialization, primary
failures are resolved autonomously via safe replica promotion, topology changes correctly trigger zone-aware
re-orchestration, and rolling upgrades are performed sequentially while maintaining service availability. Across all
scenarios, the Operator relies solely on Kubernetes-native declarative control loops to reconcile observed and
desired system state. These findings demonstrate that PostgreSQL Operators can function as effective autonomous
control systems for managing stateful databases in multi-zone Kubernetes environments, reducing operational

complexity and supporting resilient, production-grade cloud-native deployments.
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I. Introduction

Modern  cloud-native  applications  increasingly
depend on stateful services to support reliable
data management, transactional integrity, and
real-time analytics in distributed environments.
Despite the widespread adoption of microservices
and Kubernetes-based orchestration, relational
databases remain fundamental to enterprise and
scientific workloads. Operating such databases in
Kubernetes, = however, introduces  significant
challenges related to availability, fault tolerance,
and  elastic  scalability, particularly = when
deployments span geographically or topologically
separated  availability = zones. In  multi-zone
Kubernetes environments, failures are expected
operational conditions rather than rare events,
ranging from individual pod or node failures to
partial or complete zone outages. Manual handling
of such events is slow, error-prone, and
incompatible with the scale and agility required
by modern cloud platforms.

Numerous approaches have attempted to address
these challenges. Traditional high-availability
database solutions often rely on external clustering
software, static replication configurations, or
infrastructure  assumptions that conflict with
Kubernetes’ declarative and dynamic design
principles. Early Kubernetes deployments
frequently treated databases as fixed entities,
relying on manual failover procedures and tight
coupling to specific nodes. Although Kubernetes
Operators introduced a more structured automation
model —by encapsulating operational knowledge
into controllers that continuously reconcile a
desired system state with the observed runtime
state —many existing solutions still focus primarily
on basic lifecycle tasks such as deployment and
backup. As a result, support for autonomous
self-healing, zone-aware failover, and elastic
scaling under realistic failure scenarios remains
limited, and significant manual oversight is often
required in multi-zone deployments with complex

failure modes.
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This gap motivates the central research question
of this study: can a PostgreSQL Operator
deployed in a multi-zone Kubernetes environment
autonomously deliver reliable self-healing and
scalable behavior suitable for production-grade
stateful workloads? Beyond basic feasibility, this
question also concerns whether such automation is
observable, reproducible, and robust under
controlled fault, scaling, relocation, and upgrade
scenarios. This paper advances the hypothesis that
a well-designed PostgreSQL Operator —built on
Kubernetes-native  primitives, declarative control
loops, and zone-aware scheduling mechanisms—
can function as an autonomous control system for
managing  stateful  databases in  dynamic,
failure-prone environments.

In this context, a declarative control loop refers
to the continuous process by which the Operator
monitors cluster state through Kubernetes events
and resource status, and automatically triggers
corrective actions when deviations from the
desired configuration are detected. Zone-aware
scheduling enables database instances to be placed
across distinct failure domains, such as availability
zones, to improve resilience against localized
disruptions. Together, these mechanisms form the
foundation of the autonomous behaviors evaluated
in this study.

The main contributions of this work include: (i)
deployment of a PostgreSQL Operator - managed
cluster in a multi-node, multi-zone Kubernetes
environment; (i) experimental evaluation of
autonomous self-healing and failover behavior; (iii)
analysis of horizontal scaling operations; (iv)
investigation  of  configuration-triggered  pod
relocation across zones; and (v) examination of
rolling update behavior during PostgreSQL
upgrades. Rather than proposing a new database
operator or control algorithm, this work focuses
on a systematic, scenario-driven evaluation of
autonomous operator behavior in a multi-zone
Kubernetes environment. The contribution lies in
the structured validation of declarative control
loops under realistic operational conditions —such

as failure recovery, topology-aware scheduling,
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and rolling lifecycle events—which are often
underexplored in existing operator evaluations.

The remainder of the paper is organized as
follows. Section 2 reviews related work, Section 3
presents the methodology and system architecture
Section 4 reports experimental results, and Section

5 concludes the paper.

II. Related Work

The orchestration of stateful services in
Kubernetes has emerged as a central research
challenge as cloud-native platforms evolve toward
Although

Kubernetes was initially designed for stateless

production-grade  data  management.
workloads, recent studies show that managing
databases introduces additional complexity related
to scheduling, availability, fault tolerance, and

lifecycle automation. Surveys and taxonomies of

Kubernetes  scheduling  mechanisms  highlight
limitations of mnative schedulers in handling
stateful workloads, topology awareness, and

multi-objective constraints [1], [13].
Broader cloud-native research emphasizes that
stateful services require orchestration mechanisms
beyond basic container placement and restart
semantics. Service-centric surveys underline the
growing need for intelligent lifecycle management,

resilience, and automation in distributed systems,

motivating the adoption  of  higher-level
abstractions such as Kubernetes Operators and
custom controllers[2]. At the same time,
reliability-focused studies reveal that declarative
infrastructure and control-loop-based management
are prone to misconfigurations and subtle bugs,
which can propagate into large-scale failures if
not carefully evaluated [4], [14],[15]. Self-healing
and disaster recovery have been explored through

automated recovery frameworks and proactive

lifecycle management strategies for stateful
microservices.
These works highlight the importance of

coordinated recovery and replica management,

particularly in multi-cluster and failure-prone
environments [6], [7]. Scaling of stateful
workloads has also attracted attention, with

experimental studies showing that naive horizontal
scaling fails to account for replication overhead
and consistency constraints [11]. Subsequent
research proposes hybrid and rule-based scaling
approaches to improve resilience and burst
tolerance under dynamic workloads [15], [9].

Topology-aware  orchestration, migration, and
relocation represent another important research
direction. Scheduling studies propose SLA-aware
and multi-objective placement strategies, while
migration frameworks enable runtime relocation of
workloads nodes or

across clusters  using

Table 1. Comparative analysis of r epresentative works, methodologies, and limitations in Kubernetes-based orchestration of

stateful services

Ref. Research Focus

Methodology Key Limitation

(Carrion, 2022) Kubernetes scheduling limitations

No stateful database-specific

Survey and taxonomy evaluation

(Deng et al., 2024) | Cloud-native service orchestration

Broad scope,

Comprehensive survey non-operator-specific

Reliability of declarative

(Drosos et al., 2024) infrastructure

Empirical fault analysis

Does not address runtime
recovery

(Kim et al., 2024) Automated disaster recovery in

System design and experimental

Focused on recovery only

Kubernetes evaluation
(Meliani et al., Proactive resiliency for stateful Experimental lifecycle Multi-cluster focus, not
2025) microservices management zone-specific

Hybrid auto-scaling for cloud/edge

(Tran & Kim, 2024) systems

Experimental evaluation

Serverless-oriented, not
database-focused

Stateful microservice migration

(Dinh-Tuan & lJiang,
2025)

Checkpoint-based experimental

Migration-focused, not full
study lifecycle

69



KNOM Review ’25-02 Vol.28 No.02

checkpointing and dynamic scheduling techniques
(51, [10], [3].
zero-downtime deployment strategies have been
studied the
highlighting trade-offs

operational complexity and motivating controlled,

Finally, rolling updates and

in context of cloud applications,

between availability and

sequential update mechanisms [12], [8]. Table 1

summarizes representative approaches to
Kubernetes-based orchestration of stateful services,
highlighting  differences in methodology and

evaluation scope.

. Methodology and System
Architecture

This section presents the methodology and system
of the PostgreSQL
Operator evaluated in this study. The system is

architecture autonomous

designed as a Kubernetes-native control framework
for managing PostgreSQL clusters deployed across
The

autonomous operati on,

multiple  availability  zones. architecture

emphasizes observability,
and reproducible evaluation under failure, scaling,
and topology change scenarios. Figure 1 illustrates
the overall architecture and interactions among

system components.

3.1 Architectural Overview
The

control-loop-driven design, a common paradigm in

proposed architecture follows a

Kubernetes-based systems, in which a PostgreSQL

Operator  continuously reconciles the desired

cluster configuration with the observed runtime
state of the system. In this context, the desired
state

is specified declaratively through custom

resources, while the observed state is derived
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Fig. 1. Autonomous PostgreSQL Operator architecture deployed in a multi-zone Kubernetes environment
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from Kubernetes events, pod status, and database
health information. Any deviation between the two
triggers  corrective actions initiated by the
Operator.

The system is deployed on a multi-zone
Kubernetes cluster, where worker nodes are
distributed across distinct zones to represent
realistic cloud failure domains. Client access to
the PostgreSQL service is provided through
Kubernetes Services and an external load balancer,
which transparently routes requests to the active
primary instance and maintains connectivity during
failover events.

At a high level, the architecture consists of four
interacting layers: (i) the Kubernetes infrastructure
layer, which provides scheduling and resource
management;  (ii) the  PostgreSQL  cluster
deployment layer, which defines database instances
and storage; (iii) the Operator control layer, which
encodes autonomous management logic; and (iv)
the observability and evaluation layer, which
collects runtime information for analysis. These
layers communicate exclusively through
Kubernetes-native APIs, events, and declarative
specifications, forming a closed-loop system
capable of responding autonomously to failures,
scaling  requests, and
PostgreSQL
StatefulSets in a primary -replica configuration,

topology  changes.

instances are deployed  using
with durable storage provided by Persistent
Volumes to preserve data across restarts and role
transitions.

3.2 Multi-Zone Infrastructure and

Cluster Deployment
The Kubernetes cluster is configured with explicit
zone labels to enable zone-aware scheduling,
which allows the placement of database instances
across distinct failure domains. This approach
improves resilience by reducing the impact of
localized node or zone failures. Persistent
Volumes are provisioned using zone-scoped
storage classes to ensure data locality and
durability while avoiding unintended cross-zone

dependencies.

Cluster  properties, including replica  count,
resource allocation, and zone constraints are
defined declaratively through custom resource
definitions. These specifications serve as the
authoritative input to the Operator’s reconciliation
logic, allowing configuration changes to be
applied consistently and reproducibly without

manual intervention.

3.3 PostgreSQL Operator Control
Loop
The  PostgreSQL

continuous reconciliation loop that monitors pod

Operator  implements a
status, replication health, storage bindings, and
Kubernetes events. Failure detection is zone-aware,
enabling the Operator to distinguish between
localized pod or node failures and broader
zone-level disruptions. When deviations from the
detected, the

autonomously initiates corrective actions such as

desired state are Operator
replica promotion, pod re-creation, or zone-aware
redistribution of database instances.

Scaling operations are handled through controlled
replica provisioning and deprovisioning, with
synchronization and readiness checks enforced to
preserve data consistency. This control-loop-based
approach enables the Operator to manage complex
stateful behaviors without relying on external

orchestration logic or manual oversight.

3.4 Observability and

Methodological Workflow
Observability ~ components  collect ~ Kubernetes
events, Operator logs, and PostgreSQL metrics to
support evaluation of system behavior. These data
sources provide visibility into recovery time,
failover latency, replica readiness, and scaling
stabilization behavior, while remaining strictly
separated from the control logic to avoid
influencing operational decisions.
The evaluation workflow begins with declarative
cluster deployment and stabilization, followed by
controlled fault injection and scaling events.
System behavior is monitored until the -cluster
returns to a stable state, enabling repeatable and
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objective assessment of autonomous self-healing
and scaling behavior in a multi-zone Kubernetes

environment.

3.5 Observability and Evaluation

The architecture integrates observability
mechanisms  to  collect runtime information
required for experimental analysis. Kubernetes
events, Operator logs, and database-level metrics
are used to evaluate recovery behavior, role
transitions, and stabilization times. By maintaining
a clear separation between observability and
control, the experimental results reflect the
inherent behavior of the Operator rather than
external

instrumentation  effects,  supporting

reproducible evaluation.

3.6 Methodological Workflow
The methodological workflow begins with the
declarative deployment of a PostgreSQL cluster
across multiple zones, followed by stabilization
and baseline metric collection. Controlled events
including pod failures, primary termination, and
replica scaling are then introduced to trigger
autonomous responses by the Operator. System
behavior is continuously observed until the cluster
returns to a stable state, enabling objective
assessment of self-healing effectiveness, scaling

behavior, and topology-aware re-orchestration.

IV. Experimental Results

This section evaluates the autonomous behavior of
the PostgreSQL  Operator under controlled
experimental scenarios, focusing on horizontal
scaling, self-healing and failover,
configuration-triggered zone relocation, and rolling
upgrades. Experiments were conducted in a
reproducible multi-node Kubernetes environment
using declarative configuration and
Kubernetes-native control mechanisms. The goal is
not performance benchmarking, but systematic
observation of operator-driven lifecycle
management under realistic operational events. In

addition to qualitative verification of state
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transitions, quantitative timing indicators were

extracted  from  Kubernetes pod lifecycle
timestamps and Operator event logs to summarize

the responsiveness of autonomous operations.

4.1 Experimental Environment and

Baseline
Experiments were performed on a Kubernetes
cluster created using kind, consisting of one
control-plane node and two worker nodes. To
emulate a multi-zone deployment, worker nodes
were labeled as belonging to separate zones,
enabling evaluation of zone-aware scheduling
without geographically distributed infrastructure.
The CloudNativePG PostgreSQL Operator was
deployed to manage a three-instance PostgreSQL
cluster defined declaratively through a custom
resource. Each instance was provisioned with
persistent storage and node affinity constraints.
After deployment, the cluster stabilized with all
pods in a running and ready state, forming the

baseline for subsequent experiments.

4.2 Horizontal Scaling
Horizontal scaling was evaluated by increasing the
desired replica count from three to five through a
declarative configuration update. Upon applying
the updated cluster specification, the PostgreSQL
Operator automatically initiated the scaling process
without manual intervention. The operator first
created temporary join pods to synchronize data
between the existing cluster members and the
newly provisioned replicas. During this phase,
through
initialization and synchronization states before

newly  created pods  transitioned

becoming active members of the cluster.

After the data synchronization phase completed,
all PostgreSQL pods reached the Running and
Ready state, resulting in a stable five-instance
cluster configuration. Based on Kubernetes pod
lifecycle timestamps and event ordering, the data
synchronization phase required approximately 25 -
30 seconds, while the full scaling stabilization
time measured from configuration update to all

replicas becoming ready was approximately 40 -
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45 seconds. This behavior demonstrates that the

operator performs controlled and

consistency-preserving  scaling by  enforcing
synchronization and readiness checks before
exposing new replicas to the cluster.

Table 2 summarizes the observed outcomes and
stabilization time of the horizontal scaling
experiment, as derived from Kubernetes pod
lifecycle events and Operator logs.

Table 2. Observed outcomes for the horizontal scaling

experiment

Table 3. Observed outcomes for the self-healing and

failover experiment

Failover Attribute Observed Outcome

Failure type Primary pod deletion

Failure detection time ~5-T7s
Replica promotion time ~10-12 s
Failed pod re-creation Automatically initiated
Full recovery time ~30-35 s
Manual intervention required No

Scaling Attribute Observed Outcome

Initial replica count 3

Target replica count 5

Scaling trigger Declarative configuration

update
Temporary join pods Created for data
synchronization
Data synchronization duration ~25-30 s
Full stabilization time ~40-45 s
Manual intervention required No

4.3 Self-Healing and Failover

Self-healing ~ behavior =~ was  examined by

primary
PostgreSQL pod identified through cluster status

deliberately ~ deleting  the  active
inspection. Upon failure injection, the PostgreSQL
Operator detected the primary unavailability and
autonomously promoted a healthy replica to the
primary role while recreating the failed pod,
without requiring manual intervention.

Based on Kubernetes event ordering and pod
lifecycle timestamps, failure detection occurred
within approximately 5 -7 seconds, and replica
promotion was completed within 10 - 12 seconds
after detection. Full cluster recovery, including
recreation of the failed pod and readiness
verification, was achieved within approximately 30
-35 seconds. The cluster returned to a healthy
state with all pods running and ready, confirming
the Operator’s ability to maintain service
availability through autonomous failover.

Table 3 summarizes the observed outcomes and

recovery characteristics of the self-healing and

Service availability Maintained during failover

failover experiment.

4.4 Zone Relocation
To evaluate topology-aware relocation, node
affinity constraints were modified to target a
different availability zone through a declarative
configuration update. After applying the updated
PostgreSQL

autonomously  terminated existing pods and

configuration, the Operator
re-created  PostgreSQL  instances on  nodes
matching the new zone label. During this
re-orchestration process, temporary initialization
and join pods were created to ensure correct data
synchronization and role assignment.

Based on Kubernetes event ordering and pod
lifecycle  timestamps, pod  re-creation and
relocation required approximately 20 -25 seconds,
while full cluster stabilization in the target zone —
measured from configuration update to all pods
reaching a running and ready state —was achieved
within  approximately 35 -40 seconds. These
observations demonstrate correct enforcement of
declarative topology constraints and confirm the
Operator’s  ability to perform  autonomous,
zone-aware  re-orchestration ~ without = manual
intervention.

Table 4 summarizes the observed outcomes and
stabilization characteristics of the zone relocation

experiment.

4.5 Rolling Upgrades
Rolling upgrade behavior was evaluated by
updating the PostgreSQL container image from
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Table 4. Observed outcomes for the zone relocation

experiment

Relocation Attribute Observed Outcome

Node affinity configuration

Relocation trigger update

Source zone Original deployment zone

Target zone Updated affinity zone

Pod re-creation initiated Yes
Temporary initialization/join Observed during relocation
pods
Pod relocation duration ~20-25 s
Full stabilization time ~35-40 s
Manual intervention required No

version 15 to version 16 through a declarative
configuration change. Upon applying the updated
PostgreSQL

initiated a  rolling

specification, the Operator

autonomously upgrade
procedure, sequentially restarting individual pods.
Each PostgreSQL instance was upgraded only
after the previously updated pod reached a
running and ready state, ensuring that service
availability was maintained throughout the process.
The wupgrade completed successfully with all
PostgreSQL pods running the updated version,
which was verified through in-database version
checks. No manual intervention was required
during the upgrade, and no service interruption
was observed. These results confirm that the
Operator correctly enforces ordered pod restarts
and readiness checks to support safe and
autonomous rolling upgrades.

Table 5 summarizes the observed outcomes of the

rolling upgrade experiment.

Table 5. Observed outcomes for the rolling upgrade

experiment

Observed Outcome
PostgreSQL image update
(vl5 — v16)
Upgrade strategy Sequential pod restarts
Readiness enforcement Yes (one pod at a time)
Service availability |Maintained throughout upgrade
Manual intervention N
required °
Upgrade verification

Upgrade Attribute

Upgrade trigger

In-database version check
All pods running PostgreSQL
v16

Final cluster state

Across all experiments, the PostgreSQL Operator

exhibited consistent autonomous behavior aligned
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with its declarative control model. Scaling,
failover, relocation, and upgrades were handled
without manual intervention and within bounded
stabilization times, validating the Operator’s
capability to manage stateful database lifecycles in
a multi-zone Kubernetes environment using
Kubernetes-native mechanisms.

Table 6 summarizes the observed stabilization
times for autonomous scaling, failover, relocation,
and upgrade operations extracted from Kubernetes

event logs and pod lifecycle transitions.

Table 6. Summary of observed stabilization times for

autonomous PostgreSQL Operator operations

. . Observed
R Trigger Event Stabilization Time
Honzpntal Replica count update ~40 - 45 s
scaling 3 —5)
Self-healing / Primary pod deletion ~30-35 s
failover
Zone relocation |Node affinity update ~35-40 s
. PostgreSQL image Sequential, no
Rolling upgrade update (v15 — v16)|service interruption

V. Conclusion and Future Work

This paper presented a systematic evaluation of an
autonomous PostgreSQL Operator deployed in a
multi zone Kubernetes environment, with the goal
of understanding how declarative, Kubernetes
native control mechanisms can be used to manage
stateful database lifecycles. A range of operational
scenarios was examined, including horizontal
scaling, self healing and automated failover,
configuration driven zone relocation, and rolling
upgrades, in order to observe how the Operator
responds to dynamic conditions without manual
intervention.

The experimental results show that scaling
operations progress in a controlled and consistency
preserving manner, primary failures are handled
autonomously through safe replica promotion, and
topology changes correctly trigger zone aware
relocation of database instances. In addition,

rolling upgrades were carried out sequentially



Autonomous PostgreSQL Operator for Self-Healing and Scaling in Multi-Zone Kubernetes

while maintaining service availability, indicating
that routine version transitions can be supported
without requiring full service disruption.

Overall, these findings suggest that PostgreSQL
Operators can function as effective autonomous
control systems for managing stateful databases in
Kubernetes, particularly in multi zone
environments where reconciliation logic, topology
awareness, and storage integration must work
together  correctly. The  experiments  were
conducted using a kind based Kubernetes cluster
with a limited number of nodes, which allowed
for controlled execution and clear observation of
operator behavior. While this environment is
sufficient for validating reconciliation logic and
operational correctness, it does not fully reflect
the scale, infrastructure diversity, or network
characteristics typically found in production cloud
deployments.

When deployed in larger clusters or managed
Kubernetes platforms such as GKE or EKS,
additional factors including inter zone network
latency, cloud managed storage  behavior,
autoscaling interactions, and higher replica counts
may influence failover and recovery
characteristics. Even so, because the PostgreSQL
Operator relies on Kubernetes native declarative
reconciliation mechanisms, the qualitative
behaviors observed in this study are expected to
carry over to real world environments. Future
work will focus on evaluating performance under
load, comparing different operator implementations,
and extending the analysis to larger or

geographically distributed deployments.

References

[1]. Carrién, C. (2022). Kubernetes Scheduling:
Taxonomy, Ongoing Issues and Challenges.
ACM Comput. Surv., 55(7), 138:1-138:37.
https://doi.org/10.1145/3539606

[2]. Deng, S., Zhao, H., Huang, B., Zhang, C.,

Chen, F., Deng, Y., Yin, J., Dustdar, S., &
Zomaya, A. Y. (2024). Cloud-Native
Computing: A Survey From the Perspective of
Services. Proceedings of the IEEE, 112(1), 12
- 4 6
https://doi.org/10.1109/JPROC.2024.3353855

[3]. Dinh-Tuan, H., & Jiang, J. (2025). Optimizing
Stateful Microservice Migration in Kubernetes
with MS2M and Forensic Checkpointing. 2025
28th Conference on Innovation in Clouds,
Internet and Networks (ICIN), 83 -90.
https://doi.org/10.1109/ICIN64016.2025.109427
20

[4]. Drosos, G.-P., Sotiropoulos, T., Alexopoulos,
G., Mitropoulos, D., & Su, Z. (2024). When
Your Infrastructure Is a Buggy Program:
Understanding Faults in Infrastructure as Code
Ecosystems. Reproduction Package for Article:
“When Your Infrastructure Is a Buggy
Program: Understanding Faults in Infrastructure
as Code Ecosystems, 8(OOPSLA2),
359:2490-359:2520.
https://doi.org/10.1145/3689799

[5]. Farid, M., Lim, H. S., Lee, C. P., Zarakovitis,
C. C, & Chien, S. F. (2025). Optimizing
Kubernetes with Multi-Objective Scheduling
Algorithms: A 5G Perspective. Computers,
14(9), 390.
https://doi.org/10.3390/computers 14090390

[6]. Kim, J.-B., Choi, J.-B., & Jung, E.-S. (2024).
Design and Implementation of an Automated
Disaster-Recovery System for a Kubernetes
Cluster Using LSTM. Applied Sciences, 14(9),
3914. https://doi.org/10.3390/app14093914

[7]. Meliani, A. E., Mekki, M., & Ksentini, A.
(2025). Resiliency focused proactive lifecycle
management for stateful microservices in
multi-cluster ~ containerized  environments.
Computer Communications, 236, 108111.
https://doi.org/10.1016/j.comcom.2025.108111

[7]. Mondal, S. K., Zheng, Z., & Cheng, Y. (2024).
On the Optimization of Kubernetes toward the
Enhancement of Cloud Computing.
Mathematics, 12(16), 2476.
https://doi.org/10.3390/math12162476

75



KNOM Review ’25-02 Vol.28 No.02

8].

[9].

[10].

[11].

[12].

[13].

[14].

6

Pakrijauskas, K., & MaZeika, D. (2025). A
Rule-Based Method for Enhancing Burst
Stateful Microservices.
14(14), 2752.
https://doi.org/10.3390/electronics 14142752
Pashaechir, A., Shariati, S., Shafaghi, S.,
Moghimi, M., & Momtazpour, M. (2025).
KubeDSM: A Kubernetes-based Dynamic
Scheduling and Migration Framework for
Cloud-Assisted Edge Clusters (No.
arXiv:2501.07130). arXiv.
https://doi.org/10.48550/arXiv.2501.07130
Perera, H. C. S., De Silva, T. S. D., Wasala,
W. M. D. C, Rajapakshe, R. M. P. R. L.,
Kodagoda, N., Samaratunge, U. S. S., &
Jayanandana, H. H. N. C. (2021). Database

Scaling on Kubernetes. 2021 3rd International

Tolerance in

Electronics,

Conference on Advancements in Computing
(ICAOQ), 258 - 263.
https://doi.org/10.1109/ICAC54203.2021.967118
5

Rudrabhatla, C. K. (2020). Comparison of zero
downtime based deployment techniques in
public cloud infrastructure. 2020 Fourth
International Conference on I-SMAC (IoT in
Social, Mobile, Analytics and Cloud)
(I-SMAC), 1082 - 1086.
https://doi.org/10.1109/I-SMAC49090.2020.924
3605

Senjab, K., Abbas, S., Ahmed, N., & Khan, A.
ur R. (2023). A survey of Kubernetes
scheduling algorithms. Journal of Cloud
Computing, 12(1), 87.
https://doi.org/10.1186/s13677-023-00471-1

Sun, X., Luo, W., Gu, J. T., Ganesan, A.,
Alagappan, R., Gasch, M., Suresh, L., & Xu,
T. (2022). Automatic Reliability Testing For
Cluster Management Controllers. 143 - 159.
https://www.usenix.org/conference/osdi22/prese
ntation/sun

Tran, M.-N., & Kim, Y. (2024). Optimized
resource usage with hybrid auto-scaling system
for knative serverless edge computing. Future
Generation Computer Systems, 152, 304 - 316.
https://doi.org/10.1016/j.future.2023.11.010

[15]. Xu, Q., Gao, Y., & Wei, J. (2024). An

Empirical Study on Kubernetes Operator Bugs.
Proceedings of the 33rd ACM SIGSOFT
International Symposium on Software Testing
and Analysis, 1746 - 1758.

https://doi.org/10.1145/3650212.36



Autonomous PostgreSQL Operator for Self-Healing and Scaling in Multi-Zone Kubernetes

Tahira Amin

2018 September : B.S in
Computer
COMSATS
Islamabad, Pakistan

/4 2024 March : M.S in

Science,

Science,

University

Computer
4i COMSATS
Islamabad, Pakistan
2025 September - Present: Ph.D. in Electronic
Engineering, Jeju National University, Republic

University

of Korea.

<Field of Interest> Natural Language Processing
(NLP), Large Language Models (LLMs),
Kubernetes and

Container Orchestration,

Kubernetes Operators

Muhammad Asif
2015 September :B.S in

Computer Software
Engineering, Abasyn
University Peshawer,
Pakistan

2020 September: M.S in
Computer Software

Engineering, University of
Engineering and Technology Peshawar, Pakistan
2014 January - Present: Ph.D. in Computer
Engineering, Jeju National University, Republic

of Korea.

<Field of Interest> Agentic  Al-driven
autonomous and intent-based systems,

LLMs, NLP, STGNNs, zkML, cloud-native
computing with Kubernetes, SDN, secure and
privacy-preserving network automation, and

Space-Air-Ground Integrated Networks.

Umar Mahmood
” 2022 July: B.E, in Computer

Software

Engineering.
National ~ University  of
Science and Technology,
Pakistan

2024 September - Present:
Ph.D. in

Engineering, Jeju National University, Republic

Electronics

of Korea

<Field of Interest> Field of interest: computer
network, cloud networking, IBN, network

automation

Wang-cheol Song
1986 February: B.S in Food

Engineering, Yonsei
University, Republic of
Korea

1989  February: B.S in

Electronic
Engineering,
Yonsei University,

Republic of Korea.

1991 February: M.S in Electronic Engineering,
Yonsei University, Republic of Korea.

1995 August: Ph.D. in Electronic Engineering,
Yonsei University, Republic of Korea.

<Field of Interest> VANETs and MANETsS,

SDN/NFV, Intent-based  networking, and
Network management.

7



= 25-28-02-08 KNOM Review "25-02 Vol.28 No.02
https://doi.org/10.22670/knom.2025.28.2.78

2ulol 2399 F1€H T2 4 g 24

Analysis of Technical Structure and Trends of Stablecoins

Changhoon Kang®, James Won-Ki Hong’

o
i

2

;
oft
H

o X% M d

shash, 953t 3

2R F16e FeR T 2del 2T tAE Ak WEA FAE
o o ]' Xﬂ '*’1 :L’"‘Ao]'?x‘ o=

8 AFAF = A ql=zalz 2] Al HE AHo|Ezle g W9
8] SeiEa Qo 2 71 ATES T AAAEAE ddelt &3t

of, Zelo|#=ole] gt AL BASH: F1H Aol iR AARS] A HER Aol ¥ e
sEol gl HAQl AzdoR Aolsha, ofF Z1EA WA AP AT Az w4 zAdaE
Akt Akske ZAae Azde) A TaE golshs 4% obldAs B 29 582 Aske S
WA AN T B AT o] ZAYelaE Agste] suloldmal Ass Aol s W44
A P16 EeAOlE S A A AT Lok sl mele] S AP AR SRS el 7
7 % B2B AAlAS] e, 3t /I 2S5 Sat Algle] i, Telam AL AelAE Sk Al o)

XrE Adshs Z2 o 7lset selEaA]e] ZAES Advgie)
Key Words : Stablecoin, Blockchain, Smart Contract, Digital Asset

ABSTRACT

Stablecoins based on blockchain technology have established themselves as a core infrastructure that resolves
the volatility issues of digital assets and bridges decentralized finance (DeFi) with traditional finance. Recently,
the utility of stablecoins has rapidly expanded across payments, remittances, and financial products. However, as
existing studies have predominantly focused on macroeconomic impacts or monetary policy implications, there
remains a lack of systematic analysis regarding the technical entities that guarantee the stability and reliability of
stablecoins. This paper defines stablecoins as complex systems and proposes a new analytical framework to
dissect them from a technical perspective. The proposed framework consists of a 4-Layer Architecture defining
the system’s static structure and a 5-Stage Lifecycle describing its dynamic operational flow. By applying this
framework, this study provides examples of analyzing key technical trade-offs that occur throughout the stablecoin
ecosystem. Furthermore, this paper explores the potential of stablecoins as a programmable currency that goes
beyond a simple store of value. It discusses their applications in cross-border remittances and B2B payments, the

advancement of specialized industries through KRW-based models, and the realization of the Machine Economy

driven by Al agents.

# o] TEe 259% AM(ARRE ANSZ FAARIFAE ARG SotER] el e e} FaE A7 (No.
RS-2022-PT000186)

+ First Author : POSTECH, Department of Computer Science and Engineering, chkang@postech.ac.kr

° Corresponding Author : POSTECH, Department of Computer Science and Engineering, jwkhong@postech.ac.kr

Tl E  KNOM2025-02-015, Received November 16, 2025; Revised December 3, 2025; Accepted December 21, 2025

78


mailto:jwkhong@postech.ac.kr

A

N EE R e e

s

g 4 ole FAAQl 7k Al o]
upgko 2 Ak u]EF8] (Bitcoin) [1]°]

(Ethereum) [2]3} 72 53}vl= =
o = AHFER 7] o lHE s
13 714 WisAeZ qls) AA
742 AR grrow e o
HAIZE slglel olzlgh wiAellA 5
(Stablecoin)2 E-=A9le] 7|&H o]
HeMdE s, 28 (USD)et 2
¥ (Fiat Currency)°l] 7}x& <d%F3le] 7}
< gugery oxd Mkt AE &
7k A3 Feslar glck
F3l W54 7B YAE 2Rt
7HA A E wske] wifA ks 43
3o, omd = Fg AlzHe] A QlEZeiE
2] Agdrh 2024 7| 2HOlEF]IY] F= A
2ko 2762 defd| Db [3], o]& B]A} (Visa)2}
wlAE|ZFE (Mastercard)®] 4 HeEl2Re 5718k
A JFReltl. Z2rlele wes] tashd A
el 715 B3R AMgEgledy, dAle Esdst
=% (DeFi) AelAS] frsid F=7el =7 7+ &
= 2 AAle) o277k 1 8 Het AEH L
2 = ik

T} olzigh oFd AAelw Eslan, ZEle]E
Fle] AA g AeE Awue oy A
7} AAGY A= olF 5 S8 Aest el
Ay o] gk 5AL Btk olo ulel ~Ho]
E328lo) i3t & AFES T2 AAEAA A
ol g KA, el F3F AR gheel] A
ZEe] g} wi, AAl 2Eo)lE3gle] 25 v}
o e ZREEZ o€, ~ntE Z1EYES]
T W], ge]am A9 Al md 5 7]EA
kel gt 7]eA A Aoz yE A
Aok,
B = olEgt uig Slell, zElolEFgle] 7]
2 Fzel HA IS AAH oz skt
o} o]5 98] B AT sHo|EzAle] 7%
HAUSE sk A2 34 ZHdd=E A
gkglc) o] =]l E Al2HlS Ll el=el (B

ﬁﬁ
)
(3

>

T

K

lo
ol
B,

L)
2

!

£ Lo
2,
1

d
d
ol

i
o

2t
0, O
o B
"o,
e g

ol fm
oz H

oo

o +

o &
[
2 L

o
—

s

o ok

o, o

o N rlo
¢

froox S

(o2
o,
i)
(o2

Na rlo

4
.
i

=
<
e

KN
R

al’

A

4

O:

>
N
)
2

>

o

shdlele)), L2: ZREZF (Ha/ekdsh, L3: 5%
(84, L4 s 9 AW GRAAADE
dl 7R A AlFem FEs, B =g o] A
ZEo] AA|, Wl 2 £, 93 P2, A =5
Jadeleghs 55 AT HubeA] oA
fr1H o2 Azakgsh=r] 7|eA WM et

£

4

Yoz} B A olzjdl 7|eA oly|exr} Al
= AAe A A

R

8 el
74 b &Folvt B2B AAI9t 3

2
ot
T
m
o
_04
iy
=8
)
g
W g

2.7, o7 g

zElo]EFlolelz side] FHToll FRp] A
3 71& olr}k 20149 H|Y (Tether, USDT) [4]
o TS ARt R, skssle A w2 WA
397 $13F 2418 71558EA AWt 109
b s 2 gtk 2] 2HelEEde F
2 ksl kst Aws Welld A
=70 EH3E s, Edelds {8 §
Ad FF HeE EiEe 5 1 ] AlgAo]

ol
H
[}

Teht A 2-3d o] sefolEmale Bt
Adg e dol F2 Fg APl Wy

bR FAdskar slek ol wWistke] SR



KNOM Review ’25-02 Vol.28 No.02

vl=e] AAA |z WskE {5 otk ERE
AR WA A HAE ARkl gk A
A ghuel zszQl 4kl SA A Ae] o wEw
A, el HdE YAE dYew sl = v
o A= gAjle] sMFEGI ol dHolF
(PayPal) [5], 2~E=}o]| (Stripe) [6]2} #e =
W eI A 7|gEe] A el EmlE W
YA HA e =8iEhAl e SeiAv)
Helow, e F§ 7|FEe] EEAl 7k A
Al L AAE Azl 218]sh= 21y AHE =
AIE Pkt

oo HhgkFo] A AAHoRE Ao EF]]
Ao i&sEaL glrh ¥, AVFEE, i
T8 F§ AT A= F3F 7] 2o
39l S 9g WA 78S vhEske glew,
Wl = EZ 24 (STO) [71% A= tix g 3}
o =7} &3] x13 Folvh. AAH R ~Ee]
£330 oAl BAAARe] ARA =7t opz)
=71 7 79 AA, $5, 2=l 7l ZF (B2B)
Hatell Fg=le Al F AHESR zlgslu

sk

bt
i

Hl e o

2.2, 2= T #Y U Y £l #a

seo)ale] A4 o] ool mek A
AR Fose T AT Mg wEE 0%
WA el chskn gtk 2] Al
e R (3 70, BE P B A
s B oBa A Alhel AEAel G
vAE, o)t selol 3l olFlEA A A Hh
A Eislel & Ak EACR Ahgai) Fase)

< "=l GENIUS Act (Governing the
Emission of Nationally Issued Utility
Stablecoins Act) [8]+ oIWF 4] wslst
WA 291 sl e ke el

H U

Z 78k 2EHo| B3-S FX|3h, Wl 24
& 239 AF} e duyF AR $ql
& wke wles) o w Akl 53] u)
H= 719 A 538 wxsl] slal e
7153¢] whaoll= ~Elo]EFel ¢l Al ¢
3] (SCRO)®| wHlx] 44l 8-73h= 5
=2 29 e dAsk Qo)

2) =3 (EU): EUE 20241%€] ¥4 oF

80

ZAE GFAQl MiCA (Markets in Crypto
Assets) [9]15 A]3) Fo|t}l. MIiCAE ~H|o]
E390E Wl 53l AFd xSl EE
(EMT)Z} 2R vkAle] AZE A &
Z (ART)2.& &3] Rl 71eH 87
Apgke 7= uksialzl EU Wol] wslS Agls)
of ajv, Whaeks} 112 wiEE AFA
HlES HAp3lar olell gk Ar|A-l s
o) sfstar glek
3) ¥ JE2 20239 WA AFEAN
(Payment Services Act) [10]S &3 AlAl
22 o] &R WS isteloick
3 FA= 238, AlgI], AFe|AgAR <
A3 Algke v, Wzt FNRE ARSAF 7]
A F2E WAHor HEs] qrAssich &
FEE sEHo] Bl HEe] kA A

N

4) F TFESH (HKMA)S 2024 ~H|o]
L3lel] g Al Zede=E Sk
20261 11E] Blol s AlEE o751 oAle]
of (1] EEAke W el ARk
shef, A7IAQl Rl ARk dis S

S

5) AZhEE: KR 5513

oft
o
k3
2
]
Dy
=
2
e
K
2,
2
=
=
E
i

AldYEtgick [12] IAlAQ 71ed aALER
WAzl 5991 ool dmiviE ARgh
(Par-value redemption) & 4= Sl+= f5i<
nsjol gohs Holok FHlE-E dAF wx
7] AR 100% FA=eoF gk

6) HlEY: WlERS 20261 2HE oA TR
7% 4kg¥ (Law on Digital Technology
Industry) [13]% 53 7PIRRES WA
Aol A= AA FkoR IR 9l
o, 202615 thd 5 54 A el Al
cubr Zagals B 2de]Bzl ZHA

A e FASHE 5 AR 2 B

7) ofEhelEs g 2024 FMIAMAL 0] 82} B
IH [14]5 Al3¥ss] o), zEo] &R el o
T AHA- e obd g =2 wiAle]
. A F3ddle YRAEAME IR (1512

alEste] Fg MA, Al AF 5 ol



%#4 zElo] 533l A A3 T8 7%
2 zﬂOb\]_ S v|wshd old] # 13} 2t}
¥ 1. F83 2do|Ezel A ZeEYH= vl

Table 1. Comparison of Stablecoin Regulatory Frameworks
in Major Countries

7
W ge g gy 24 84
A4
e GENIUS Act 23] #1354},
(2025) eIz} vl 713
EU MiCA (2024) EU W] A" ¥al
ol A=A 23, A=A,
o (2023) Ao ARk
] HKMA F—
= == (olAls L)
(2024) =
Al
7t MAS ftAjek MAS <¢l7} 1}
z= (2024)
3] =
. qx]%q 74]3 (A=
E OB
W = Aleddy o] 7]9]
(2026 <A
ojst (T ek =3 vs. W7t 71
wl= =] = P
ole} o] A= A=o] Fg Il = Aol

r°"

FAE Agehn gk meb 2R s
2% zeloldmsl obHAE A dAat
oleigt A4 ShEskE NedoR 4T & 9l

= fedd 727} Aok

7 ;(1]61—24 l,ﬂ_/ﬂoll,}- 2§ AR Bl Ao
Sleh. Als) QTR FE sdelale] 44
Al wAYF] AANA Azl Al 3§35}
o] f8A 918, 2ol W= A edAel
Alad Blaz 34 S ohElek [16-23]. 53]
2}t (Terra-Luna) [24] AFell o] Fell= tare]
5 7IMb zElolmEsle] A flklE A ool
W E rleReR #ME dFEe] o i

1“

7l€?<4 o ‘é%
At B2AQ vEZ A S5 e
HAQl 84 7|%el HglEe] glon], AFo]L
A28 AAE ol¢-Er ZEEF oly|EHlx] o
Ql AWl £Alg]l B2 7o) B715} WAL T—fxﬂ
Srg 9% A16A Al e 5S BHoR 2
AEE A2 Zolrr] oyl 7|EA AL L S
vl Aolrjele sElo]EFgl AlxwlolME Y
A, 584 5o 2 2k 5 oA wiel o)F
3k o7 31—3]-3]1:_ AL g = _g_g],;]_

ueld] B odF= AAEEE =od HEH 7]
ATe] A ol, WA} 7]k 2ele] B39l
shte] Adigt Az eSS opp|dA =z 2 ejs)a,
W] e s} AA ARAGS AAdow
FAFoRA olefdt i Fue Al g,

E
£ 5

1,4 ru[o N

= —Ermfdv}.

1) A3 714 (Fiat-backed): Pl= 2eie} 7+
o WAE 111 vERR FHFeR Bge)
o 7AE =3 wkilolt}.  USDT
(Tether)®} USDC (Circle) [25]7} tHaEA]o]w,
7 ARl aL g et kel FAlel o
3 AlF)7)F 2 g8l

2) <t&3bd] 7IME (Crypto-backed): ©ltiel-
(ETH) 5 W54 glE sl guz 2
712 zvkE AEAES F3 2Ho| RS

alshe wAlelek s A sje] el

!

81



KNOM Review ’25-02 Vol.28 No.02

dubdoz %3 ©RE  AAS, DAI
(MakerDAO) [26]7} tl4lQ]l Alech
3) ¥weg]= 7Mb (Algorithmic): ®E2] WH =}
A} 040] dye|Zo] A& 80 vl EE
FFEE Ao R A S Ak
npalole) gpolalEl P x|k, el
Fi}l (Terra-Luna) Abelelld B 412 53]
Al %82] 4850 (Death Spiral) 2 <l 7}
27} 2= 9j3lo] gk
2Hlo]EFle dlo|g] AAE Pl £
ol VESZ Slellx el U 7} 228 S35
srlE AEAES B m2el YUz wddck
olglgh ZHleolEal E 94 2R, AS AR

=

FF

-

ol
22N F|Fee walew FAeks Aolth &
SRR SEE R 13} HARE £ 8
AelA] EAlel el SdEli A97b ol
o

ok At iﬁﬂol%iz% EW Tr:‘f’] XVLLE
aENE 5 S FHlEe R v okem
[

23 Q=R dAF Fele] dashd, AR dly-
2 3]A Hels E3 o5 7R o] Ao] =13

I

I 9ltlh # ChainLink [27]°4& o] AP}
7 22HF 7S B8l FRlE ARE A A
o7 ¥y A5k Aulas wlEh]= 3ok

3.1.2. 2Ho|E=ZQ! AE HRE
*Eﬂﬂ‘éiﬂ A T {3 °ll we} thekstA
=L A A b 2Ho|E39]
Ol heAel $-9]5 At glck ”d%ii}ﬁﬂ 7k &
|&28l AR Ae-82] 90%
ol XWKPDP 20259 24 715 “d?éiﬁ 7|uk
[e]

3o, o]z A1) xFE Rz A
gt 28]
~61 ol2fgh WAsts] 7|k 2Elo]E]l FollA
vls g2l (USD)el|l 7HAI7F 1A%l 2Elo]ER
°J«1 vl Aol A7RE Zleer AA
A2l 99% olito] wim welel #HFEe] glow,
A AFF 78 oF 2,000 22 F 95% o|Abo]
=elE 9471 (Anchon)® AHaL 9tk [29] ol 2=
o] E-zicle] AP weie] 2AQl A o3ks 4

ki g2 HoErh

82

HAsk 7l zEe]lEZl A HY
(Tether)©] USDT9} A& (Circle)sﬂ USDCel= F

742 A ZeAEd o Fxw 1 gtk 20254
29 V1%, F 3:9le] At u‘rra‘% F 88.5%¢] ©|
21}, USDTE 201413 =4 o]F AR AAs|gt

on 20259 59 7|E fEEk] 1,500% HElE

= 5 oF 64%«] é%%i A% 1915 §4
sk glek 7P A& vigto® 2 gt
s3] Aze] 71F Ei}i ghg¥r}l. USDCE

oF 24.5%°] A& AHetd, A714<l e
2 A} Al wEe] ZHA) el £ AE
she Ak 3tk olela 54 il 25es
8§ (DeFi) ZE2EZo} 7| 7+ A4l (B2B) 5
A7t Fadh vz ool Aam,

oleld B 2dlol 2zl e}tk
Aol (elH=lE, BEE, &2t 9 flelA s
Auk 2 71 ekgAde] ke FoksbEl de Ew)
=3} A2go] Hbsale| zEEe] 9itke FFRA F
G3he WEs] Hofirt

e

. Mokste AIEY 2 =Zalela
1—t ATEL 2Ho|EFE whes] AAAH 7}
27} AR BEognt FHFshkes Al lch
Ty 71 BN 2Elel Bzl EE A

A

Az, i“}E AEAE 24, oy Axd A%,
gel3 Awus 240 Bakdo 2 Abgakes)

Mo

=AY smesle) Asdelsh mebg B
el Bazle] F|%d AAS wWks| FHe] 9]
3 zelo]EZl Ak AFY Az
s Ak (2" 1)

o] =T A AHY AHA FEXE Aosl=
4A% oplEAel T4 4 535S AWshe 59
A Aelgr] mdg P, o] Fo AAES
T3l zHlolEEl Alxgle] EAMdE ]

=2-1-1
e,

[

3.2.1. 4AHIE oF[HN
sl me) Ao Sl e A e
3 245} Sl weh chgat o) vl A 2]
CF CECE T
1) L1 - ¢l=z2} #|o]e] (Infrastructure Layer): 4|
el Hskekel A5, Bl HAE
34 (Finality), dloJe] 7F84  (Data
Availability), 2|3 %<3} §] (Consensus)
5 @idshs E EEA vEZ Ao



t}. o|ti2]ss- (Ethereum),

1)

(Scalability),
oA (SeCllI’ity)O]E}”f: £

Ao

Sl

e AR

=e)w}

%2Rt (Solana) &
B A B

(Decentralization), X

=49l

e
=

sdolzele] led T2 Y B ¥4
b-Stage Lifecycle
. Issuance & Risk .
Design A Regulation Upgrade
Operation Management

r - N e N 7 N 7 N . N

Supervision & Supervision & Supervision & Supervision & Supervision &

Governance Governance Goverhance Governance Governance
. P & J A | J . 4
7 N\ s I 7 ) r N 5 "

Integration Integration Integration Integration Integration
4-Layer \ VAN JlI\ I\ AR /
Architecture ™ ( N | 7 N N R
Protocol Protocol Protocol Protocol Protocol

. A (& J . A A v L& ~
£ 5, fc 2\ £ N\ P N\ 'd )

Infrastructure Infrastructure Infrastructure Infrastructure Infrastructure
\. A | J \. A . A A J

T3 1. zdle]Ezl AT AR B ZHd9]=
Fig. 1. A Layered Analytical Framework Across the Stablecoin Lifecycle

7]-94
A
T= Ol—% %ﬂr
(Lifecycle) 2 *]2|3}a
/a].o_ A z‘;]_;]_

2) L2 - Z2EZF #o]o] (Protocol Layer): 2~ 1) AA (Design): Al2wle] WS AAS=
ol&=ele A wj=U A 2Ao] FHE= 7] SAR, FF FA] ot A4 o}
2vtE FEAE AFolr) whH zMke] A, 71927} A=) Lidde #8Y of =z}
EZo] ¥ (Minting) ¥ A7} (Burning) H] olul Aol Az} gke] dwz]E o] uE B
AUZ 714 s =g (PSM), 18w A ol melo] AHejxw olof wlE} A A &
A} ¢l#] (Liquidation Engine) 5 7} fA& = &5 R 5] AAEL L2edAME ¢
A7 A dare]Fo] o] 3ol EAgi. B9 cgAsh, ks, daelsd ot
3) L3 - &% #°ole] (Integration Layer): A= 7 §A] HAYUSZ] A=, L3dA= HE
o2 E5AQ VEHZ 1] M olF 59 Al #FA A=o|, LaoM= A4 5 84
25384 (Interoperability)S- BHASH= A= < dg Al mdde] $EiFch
olt, =ZBAAQl  HElX]  (Cross-chain 2) ®s) 2 29 (Issuance & Operation): A]Z~El
Bridges), 0% =}k (Wrapped Assets) 3% o] AA 7VEEe] AREAbe} AbzaLsh= t
=, 2 A”l 2 mA Zrege] 3 Aolrk 129 ~rlE AEHES Ed) A}-8A}
=He, §54 F93s TAE sk 9ge o] wu oo wE B whela} 47te] A
gl =, L1 =Zehs EddAd Ao} k&=
4) L4 - 745 2 Avids #le]o] (Supervision =35 @it L3l BalXE 53 A
& Governance Layer): 7]|&4 Al2~&]=} &4 ol 7F f5A EhgEe] dojuin, L4dA=
AAS] T 8RR sk 249 A AFESE AL 2 A 2 AEel 7
Zolch vl T 8o vk ASE A = = &so] %ok
Z2EFS Aozl AvdA (DA = = 3) 913 =] (Risk Management): A]% H-EA
3k BRirh) weEe] 2Rk g, 7 A%, tl#ld (De-pegging) 5 Al
28l $3del gk wAlelTh L2 A4
3.2.2. bt HoiFy| =H dlxle] 7FEEe] BAl thuE Helsly w7
2Ho] B3l AlaElE AXH Az} opzl, A L

< A8k, Lielx= DDoS ¥4 Wi



KNOM Review ’25-02 Vol.28 No.02

T E37} o]FoiZc) L3l HEH| S|
d 5 Mol Al AR o]l FE Apdshe ]
x| 7Y, L4l $17] ohs A R
9 25 7] R Axy) AsgEich
4) Al &= (Compliance): <] A 7]3+<]
STARRS 7IEAoR oldsle WAtk
L4 #oJol7} FrAor 2pgstn, AXZE &+
vl 57 dlele] A4, AaARAIE f1E
54 T4 54, 183 A BExES %
ZhAL dlele ”‘01 T3k L13 L2+ o]
g qrAl 227 SR BrbsshAl 718
EZ doly FAMES HAShs 98-S gl
5) gadle]= (Upgrade): 71 Az AAk FF
Aol wislol]l 2] A~Elg Z3ATE dA
oltf. L2 2nle HAE"E Tz s}
Mz g Ak 27 L1 vEY=S] sh=
¥ (Hard Fork) i, L3¢ A& =33
2AQl EF =Y So] xgEh Lddx+=
H7AE A Al 2 A A AR} Sf
2 Al (Rule Set)S 7§4lghc)
B = olojA = AellA o] 4745 o}7H
Aol sA AN FrI7b wApste A4
A= Al AA AR 71eA B

el
o|EexE ¥Ag
V. ZHANYT JlE 2

ok AIQKEE 4713 olF|ElA9} SuHA] AJelFr]
RS wap pAsk, Aol EFsl AlxEe] A
slof 3 7|43 EAllSo] Zedr) B Ao A
2Ee] RS Fgah= 7P A Al 7] 7]

<A 859 A=A, FHA, a8z A4 ==

qF XW"M o5 Fldle AN AL TS
AZA Atele] A AL AR L2 ZRES
tlojele] AA 474101111 WAl whH mdls A
Aol sk, WAstH =R 2dS 11 779
A2t 71 Erhe Aol olont e=A]l &
5H°ﬂ gk A= Blge] WA= A7) gl 1k
W ssld JE malle 2xgl TS 3
AR, w71 Hged i AAE BlaamE WA|Et

84

7 818l ShERh 23t HuE a7slel AN B8
o debih 12 - L w0 L £
wa g9 2 A 25 WA AR F
4 s} @) sz o A5del 9% 9
A 7R delele] AR < sks A% 4
o] SHs Al=E wAs}] olsich olo] djgh
e R
oelge Ea emARl oa Aol AnE A
Aoz A FA, ok AL &
Al sgeke] @Al FulEuch A ke
Z718 v EdAdui) AZ3EE 71—xﬂ?s]—r,} o=

“

s

4.2, =g HelMQl Mt BEIX| 2l23

elol =gl MAAE AR o] dale]

= = 33!
de] A 8k Fkea o we] waEs
2 o] FH|Z £89 Ei o _/,acq_% e 2=
SJe, o wlEel chelet A Aol o B8
2 B3 we] AGHES sh Zle WeiAel =

Aheleh, St ke 5

*d‘a—uus}“f Ze "Eﬂolgicﬂc’] A ANE AAs)
= £93 ko] "l E2A9 JEYIv} o}
Ae] Aol glar ofef] mE Al o EE]
7*]""]1?‘:’}"] 27] wiel] ~Ho|Ezel ZaAES}
© mae] el A4y Al Aol &

. o= %01 ojtie]g3} zlo] HFtst 2 Mol

el AT Amdlas Ee AN A A3
e ABSAR, == A Al 9} e ot

2 SHeA o] gluk ki E]—L]—g]_ 7o 314
5 UESZE ¥ TPS9) e vlgolels AHE
Y, AE T Al }\L;qu o}s} 2]l ~=7)
za08kc) web sgelEzel WA= ik AAF
o] 7|3k 7t wiatE AARIA] Awf AA] FAIQIA]
uje} <lzel Hojo] Aeie] debd 4= 9k (LI -
AdA)

o wAlolA FZEAA AE-8A A 94
i é Al Wselet F o)Ak EFAQleA F
Alel 8w gkt & ouf o]E oA 7]
EZJ——E THE ZllAel A7t ARS ofvight
= (Wrapped) AHF HFAlE o AQlollA kS
gedsta A Aldeld] dE BES Eese
Lock&Mint 22 F&o] folslw Z7|o| fsA

=
= o



<+ mEA 24T 5 glot, HefA] srfEziEd)
E, A2 5 54 AEKE 2E3] wtel &
o Ao olojd 5 glom I A Al
T8 34 diie] =9tk v CCTP9} % dlo]

H Bum&Mint WA A AQlellA 2R 4

N

4

°
Fotar 54 A’lellx] 54T k& A&tk 7=
2, Al 2 78S SRl At shEskE dlla
sfr 2t S84 HolAe] wvhke Wk W=
ol HE V1A 552 B Al WS, frE
A A3 Sk dlofE|E kA HEo] Ei
e e R olgsla girk L3 - WU 2 %
<, S13 #A=)

4.3. M & SH tAUE
L4 735 #Helod Al £ Al E5A9
Aol Ad A A P SEiAl FES)H
Z|# o]t} W= GENIUS Actt} EU MiCA<} %+
TA ZEH=ZE ] Sl wiAsE 7
2o 833l e Ante AsdE Yo Ldz]s
2 2t 54 s o zghs|of gtk
APE A A AME oS A A
A AR 228 = ol W Foldle A
o7 eyl VeI 9elA 1LR FokdlE
FAE 7FeA gk L2, L4 - A )
olg|gh wiwo] 7o Al "o QAR
FEAZIAE, ARAL sl = AW B Bla=m
gk 22 913lo] Hok o)F skElslr] sl
A= o AW #2 715E =l At &
Aol x7¥ AAE 2vtE ZHAEHWEC]] wAE
ko)Al AZE YA WA|Ehs =R R 7lest
A o] 4wy gl Ax ~Eo]EF9l
o] opldAE red @A WA A F=

Afelellx] A o] S Zoprls Al Slrk

M = o _If‘

N

H

o
fr

i
%

V. AH0|E3019] &2

20 I Mt il e B e B B i S e A S
s zHlolEE]le] Aw Al txE 7AW
A AdAel 58-S A3 ST 7ot &
elde 2dlolazsle] A 2= S ARl
A 28 = 3l
7h 3} (KRW) 7] 2do]&Fsle] =i 75
o] 53l 28 ARl eet mlf mal o)z 2
gl el e Al

fr
e
ru:
2
rvO

>
>
=
il
Mo
1
ol
K
i

[e]
o,

5.1. 32Y 38 olZaleAel Avts B

sefolmele] S BAHQl Bg AL 5
AQle] g PP e AgH A
% 3¢ Azde] MELAE dashe bl ek A
A, S % AA L S Rolelde] HAlelek. )

L SWIFTH=S 58 3] $52 $7 2385 714
v 2~5908] A7} HE Rt gE, 2
ol FRlE 2441 ATFFE FAHQl Aake] 7t

R EREE RS

A, 9Esh 3% AN A% Tl 9
32 qgole), ZeloBTAL o WERE S
sl ARl AT 4 3l
A A Geom sFseel, Ada fEAel
60% o1& WAL 7% o AUE Ak
g ATl v v FAs e A

2 AR
RWAYE 2 5o izl A4 ol 4o
& AFSE Fo8 AdelEmsle] ST wel,
29l AHe] AE Ak Aoz flElE @4

AZZ 2 Far glck

AlA, Z4A1A B Aol gk ] geto}. w
vlgadzh} ofzslelfe} o] 2= E3le] wHiEA
o] Al alEFdelAd F7lelA] ZElo]EZle
T AT 7R oxE deEA s zb
A 7S BEShs 9ks gt o]= el A
wtog F§ Aulze AT S A sl %
E8AE Flshe AREA 885 A&

5.2. 3t 7|k AHo|Z2=0le E3t &8

A AAE Aushs ge] 7uE AElo|B=)w}
], 43} 7b 2o BTl =] AkdR &
Azt Agsle] afd yopEE S 5 9k
A o) g o] Fg0] &gsfelrh FrllEelt
Wl AR e diy e ARl Bl
ol=rel ARIES A dF Ao BHFEE A
3 9}k 13 ~Eo]lBFe o]2fdk B2B 7ol
A Fd wg gl AARE RS 7 s, 5
29 71 2§ dlF A4 Z=AAE F9s)
aL ek @A oln] Sejels

R R BEERES

=21-1v=

85



KNOM Review ’25-02 Vol.28 No.02

=z

wik K-Ful= 9 33 akgidke] AUz 53E
71dE 5 gleh A AAH e g4kl K-Pop Y]
o} AT ExES Irpd Aa| AlxEle] APHo

2 it = AAl ofEe-g Ae

B57} wrk A} o] e ot 74 7
2ol AAE QB AR 22 A4 S
o] | 4 glek o] slsle] WY olAMaEE

2
del$me B8 A%e Eokn 97, B 7
d5e] eyt W Aol AasE ik o

Bololl R S5l BAEe] S|
Stk A% ulgE A3k ol dmeloz A
oz B WE N9E Folw, Al B AAE
sl AEAER APl TS ¥t
24wl A9E 5 siek

—

5.3. Al o|Zco|e}t Al oo|MES| Xt ZH|

T Al 7|49 mwskE QIzke] i) $lo] 1A
7E Az ARgo] o]Fof|= wAl o]Ferlyl HANRE
o ulel, 2Elo]EFele Al ofo]HEES 913 A
2]l Fg JzeElE FENky glrh 7] Al4s)
=} 28 Al AxEle A 5 Bl 54l
AAE astre, xgRow gddsla PEshs
Al AoJHET} A3l ol 7|62 Ao] EAlgh
w3 A7} $3shs AP E30)u} dlo]e] o)
Lo 249 AAls APl 718 AAY
N

= 27} ulEgelc)

FIO 4

o

NER S
N

]

>

2Ho|BZ]1E- o]2lgt SHAIE S5l §1¢] =
7] B]Ae]9d™ HTTP 402 (Payment Required) =

0= AR + 9= A Fdolth ~
Elol&Fsle] AvtE ZAEHES ke nhes=
zeaHw 7led tAE Sk A Y,
Al dlo]dEE HEe] &3 HHE glo] AAH R
A7k At 2ol ERRlS BAE 4 glew,
2ute ZEAES G AP Ao xAe] =
HH FA AE ASshe 2Rl A sl
7hsslt). ole #F AeTaAte] 4 8 AbE
ZA|, Al BlAe] Au|z 75 32, 10T 717] 219
dlele] A 5 71A7E FA7E == A Al
Al o] EFRle] 715 F3kEA Al qIs
FhT AYE AR AAR FQlwle]x

(Coinbase)2} FeF9-=Z2o] (CloudFlare)= 3

i

=

86

< E3 o]F A 4 9l x402 ZFS WEs)

3 s
o, ol B A A 97 bt olek

Foll 3k A £HE A
2Hlo]E-Fglo] 23
AL Qlehs} whe AEAE, TRl 8
Alz=glo] A

W

2|
o] AAEA FHol
AA PR S WSl 4AF opr|ElA e}
5A Aellgr] muls F3hshe A2 B4 =
$)=E Alekslsich

o} =i o]efgt 7|&3] 7]uk flellA] 2
glol&Fgle] =7 7F 453 B2B ZHAS] F8A

Eahe A e AAs) BAslA qe o
&3] TEE BASRIE 2 Wel, 2 AZS) Al

7] AL e o RAsls FARSl 7]eH

)

= Al 7HES AR A dE Aotk ofew,
A S2H AlAelA de] A= 9l USDT,
USDC, DAI 5 AlAl ~HolEzel ZgAEtS
Aokt ZAdaE Fo sk ASH ATE
21848k Algolcl. mwgk, Al Al Ape
= Hek-Fub Alle] UST Z2AE o4
dH=E T RdES FE ZERAE
A W Aol el S A18E oA ek F
8 zrAEZe] yleA AA AR} & wAY
zo ® zyQle]=d] tiglsle] nlw BAIghe 24,

S




=

zdlo]E39le] 7]%%

NE,
offt

)
s
£

s

N

References

[1] S. Nakamoto, “Bitcoin: A peer-to-peer electronic
cash system,” 2008.
https://bitcoin.org/bitcoin.pdf

[2] V. Buterin, “A next-generation smart contract
and decentralized application platform,”
Ethereum White Paper, 2014.
https://ethereum.org/en/whitepaper/

[3] S. Feingold, “Stablecoin surge: Reserve-backed
cryptocurrencies are on the rise,” World
Economic Forum, Mar. 26, 2025.
https://www.weforum.org/stories/2025/03/stable
coins-cryptocurrency-on-rise-financial-systems/

[4] Tether Operations Limited, “Tether (USDT)
Official Website,” [Online]. Available:
https://tether.to

[5] PayPal Holdings, Inc., “PayPal USD (PYUSD):
A U.S. dollar-denominated stablecoin,” Product
documentation, 2023. [Online]. Available:
https://www.paypal.com/

[6] Stripe, Inc., “Stripe Crypto and stablecoin
payments,” Product documentation, 2024.
[Online]. Available: https://stripe.com/

[7] Financial Services Commission (FSC), Republic
of Korea, “Regulatory guidelines for security
token offerings and tokenized securities,”
Policy Statement, Feb. 2023. [Online].
Available: https://fwww.fsc.go.kr/

[8] 119th U.S. Congress, “S.394 — GENIUS Act of
2025,” Public Law, 2025. [Online]. Available:
https://www.congress.gov/bill/119th-congress/se
nate-bill/394/text

[9] European Union, “Regulation (EU) 2023/1114 of
the European Parliament and of the Council on
Markets in Crypto-assets (MiCA),” Official
Journal of the European Union, 2023;
stablecoin rules effective June 2024. [Online].
Summarized at: https://www.eba.europa.eu/

[10] Financial Services Agency (FSA), Japan,
“Amendments to the Payment Services Act and
related cabinet orders concerning stablecoins,”
2023. [Online]. Available:

https://www.fsa.go.jp/

[11] Hong Kong Monetary Authority, “Stablecoins
Ordinance and licensing and regulatory
framework for stablecoins,” first gazetted Dec.
2024. [Online]. Available:
https://www.hkma.gov.hk/

[12] Monetary Authority of Singapore, “MAS
finalises stablecoin regulatory framework for
single-currency stablecoins pegged to SGD or
G10 currencies,” Framework announced Aug.
2023. [Online]. Available:
https://www.mas.gov.sg/

[13] National Assembly of Vietnam, “Law on
Digital Technology Industry,” Law No.
XX/2024/QH15. [Online]. Overview:
https://www.vietnam-briefing.com/

[14] National Assembly of the Republic of Korea,
“Act on the Protection of Virtual Asset Users,”
Act No. 19564, Jul. 18, 2023. [Online].
Available:
https://elaw Klri.re.kr/eng_mobile/viewer.do?hse
q=63752&type=part&key=23

[15] B. D. Min et al., “Basic Act on Digital Assets,”
Bill No. 2210736, 22nd National Assembly,
Republic of Korea, Jun. 2025. [Online].
Available:
https://watch.peoplepower21.orgf/index.php?mid
=LawInfo&bill_no=2210736

[16] D. Bullmann, J. Klemm, and A. Pinna, “In
search for stability in crypto-assets: are
stablecoins the solution?,” ECB Occasional
Paper, no. 230, 2019.

[17] R. K. Lyons and G. Viswanath-Natraj, “What
keeps stablecoins stable?,” The Journal of
Finance, vol. 78, no. 4, pp. 2091 - 2135, 2023.

[18] D. W. Amer, R. Auer, and J. Frost,
“Stablecoins: risks, potential and regulation,”
Bank for International Settlements (BIS)
Working Papers, no. 905, 2020.

[19] G. B. Gorton and J. Zhang, "Taming wildcat
stablecoins,” The University of Chicago Law
Review, vol. 90, pp. 905 - 958, 2021.

[20] B. Eichengreen, “From commodity to fiat and

now to crypto: what does history tell us?,”

87



KNOM Review ’25-02 Vol.28 No.02

NBER Working Paper, no. w25426, 2019.

[21] A. Klages-Mundt, D. Harz, L. Gudgeon, A. R.
Minca, and W. J. Knottenbelt, ”Stablecoins 2.0:
Economic foundations and risk-based models,”
in Proceedings of the 2nd ACM Conference on
Advances in Financial Technologies (AFT),
2020, pp. 59 - 79.

[22] A. Briola, D. Vidal-Toméas, Y. Wang, and T.
Aste, "Anatomy of a stablecoin’s failure: The
Terra-Luna case,” Finance Research Letters,
vol. 51, p. 103358, 2023.

[23] I. Aldasoro, A. Cornelli, M. Ferrari Minesso, L.
Gambacorta, and M. Habib, “Stablecoins,
money market funds and monetary policy,” BIS
Bulletin, no. 87, 2024.

[24] H. Liu, I. Makarov, and A. Schoar, “Anatomy
of a run: The Terra Luna crash,” NBER
Working Paper, no. w31160, 2023.

[25] Circle Internet Financial, “USD Coin (USDC),”
[Online]. Available:
https://www.circle.com/en/usdc

[26] MakerDAO, “MakerDAO Official Website,"
[Online]. Available: https://makerdao.com

[27] Chainlink, “Chainlink Official Website,”
[Online]. Available: https://chain.link

[28] The Block, “Total Stablecoin Supply,” The
Block Data Dashboard, Feb. 2025. [Online].
Available:
https://www.theblock.co/data/decentralized-finan
cefstablecoins

[29] Defillama, “Stablecoin Pegs and Market Share
Breakdown,” DefilLlama Data Dashboard, Feb.
2025. [Online]. Available:
https://defillama.com/stablecoins

[30] R. Fielding, M. Nottingham, and J. Reschke,
Eds., “"HTTP Semantics,” Internet Engineering
Task Force (IETF), RFC 9110, Jun. 2022.
[Online]. Available:
https://www.rfc-editor.org/rfc/rfc9110.html#nam
e-402-payment-required

88

Z & Z (Changhoon Kang)
2019 EFaoista,  F5E
Fsta} shab
f 2019 ~ A Eysta,
el Aubestad
IRl EEACl, hwst
o, AA| AzE, ZHlolE

23], ollo]de Al

—
- o

£ & 7[(James Won-Ki Hong)

1983  Univ. of Western
Ontario, BSc in Computer
Science

1985 Univ. of Western

Ontario, MS in Computer

Science

1985 ~ 1986 Univ. of

Western Ontario, Lecturer
1986 ~ 1991 Univ. of Waterloo, PhD in

Computer Science
1991 ~ 1992 Univ. of Waterloo, Post-Doc Fellow
1992 ~ 1995 Univ. of Western Ontario, <172/
1995 ~ WA EREleta, AFETetE 2s
2007 ~ 2011 EFFIesta, AR gAlo s
2007 ~ 2010 EFFIehetal, HHgAAT4 AT
s
2008 ~ 2010 E&-gahstay, HFegstat 4

<
T

2008 ~ 2012 FFgIdshal, A RAAgITE-
XOL

2012 ~ 2014 KT £37|&d, 94

<TAEop VESz I Alx" e, A Al
=249 2 ot53ty

>



SHRS MBS EAYL2 8RR AT
KNOM Review Vol.28/ No.2
ISSN : 2287-1543(0Online)

2025 12E 31¢ 2l
2025 128 31 &H

ne rg pe
02 o o
X ro ro

~~

S~ S~

A2
2oy My
SIRENSHE| SAYL BT H7S

MEA MZT MZS 1330-8
21 3}:02-3453-5555
E10|A| : www.knom.or.kr/knom-review/

8 A7 |H I AE 15045 6=





